U3O3 - Security – What is it?

Advice:

1. Understand where all of this fits in together and then as we investigate it further and you come across it in real life, in the U3O3 SAC and in the Examination at the end of the year you will be able to make sense of it all.

2. I have set out a way of looking at the ‘whole security thing’ - it places in relative positions, the various concepts that come under the ‘Security Banner’.

3. Overview: 
“There are many RISKS or DANGERS that we come across in life, and we can RESPOND to them by either PREVENTING DAMAGE happening (being pro-active), or RECOVERING rapidly and effectively after the damage has occurred (being re-active)."

RISK

	Risk of something bad happening from any of the following
	Deliberate damage – this may be malicious, or for revenge or for profit or to provide a competitive advantage to someone else, or to satisfy a psychological or political need felt by the person.
	An ‘inside’ job carried out by someone inside the organization.

	
	
	An ‘outside’ job carried out by 

	
	Unintentional Damage resulting from human ignorance

	
	Damage resulting from on-one’s fault – often called an ‘Act of G_d’, such as flood or lightening strike or war.


SECURITY

	Secure yourself or your information system against disaster happening
	Prevention of Damage Happening
	Procedures

	
	
	Equipment both Hardware & Software

	
	
	Organisation – e.g. security levels in an organization

	
	Recovery after damage has occurred
	Back-up of Data or Information

	
	
	Replacement equipment on hand

	
	
	DRP – Disaster Recovery Plan documented and actionable

	
	
	Psychological Counselling for people affected by the incident

	
	
	Insurance – money to be paid if a defined event happens.
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