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Key Concepts. 
TASK: Prepare a Brochure on each of these: (7 brochures please)


Organizational Goals


Mission Statements – what are they?


Organizational Goals– what are they?


Information Systems & Org Goals – how are they related?





Legal Requirements


What are legal requirements for organizations?


Identify the 4 key laws.


Who to complain to for each one?


Penalties for breaches?


What is a Code of Practice?





Ethics


What are ethical requirements?


Do employers and employees have any responsibilities to each other?


Code of Conduct – why have one?


Employee monitoring – justified, ethical, not-ethical?


Computer-use-policy in organizations – what is this?


Internet use – ethical restrictions in organizations?





File Protection Equipment


Biometric-Security – positives and negatives of each example – contrast with password-security.


Swipe-cards & smart-cards – what are they?


UPS – how do we use these here?


RAID – what does the ‘I’ stand for?


Backup, surveillance, public-key-encryption, firewall, anti-virus software – how, what, where, when, why?


Network policies – what do we use here?





Threats to Information


Data security violation – consequences?


Common threats to stored, communicated or disposed-of data?


Define: unauthorised access, computer virus, hackers & crackers


Contrast hardware-theft & information-theft.


Explore equipment-failure leading to information loss.





Management Procedures for �Data and Information


File and folder-naming conventions – how and why?


Folder-tree-structure – rules?


Disaster recovery – what is it, D.R.Plans?


Backups – storage, incremental or full – how and why?





Evaluation of �File-Management Strategies


“Reliable and accurate data integrity” – how are you going to evaluate that?


In terms of “security”, how do you measure the success of file-management-strategies?


What do we mean by ‘criterion of evaluation’ ? Explain using ‘ease of retrieval’ as a criterion-example.


How do you assess ‘effective file-management strategy’ using the ‘currency of files’ criterion?








TRICKY!!!
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