Storms that come from nowhere
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The Bureau of Meteorology uses super-computers to predict violent weather, but it did not foresee the impending crisis when a digital hailstorm slipped under its radar. 

The bureau's network was struck last year by the internet equivalent of Cyclone Tracy - the Nachi Worm - which disrupted delivery of weather forecasts for several days after it slipped in on an infected notebook PC. 

Firewalls aimed at the outside world were neutralised because the worm snuck through the back door and directly on to the internal network. Anti-virus software was unable to mitigate the chaos in which infected servers repeatedly sent computer location requests, called "pings", to each other. The blizzard of useless data requests overwhelmed the net-work, blocking off access to legitimate requests for information. 

The notebook became infected while out of the office at a Science Week demonstration, says Peter Gigliotti, the bureau's assistant director of computing. 

"The user had connected to their own ISP to get some things up to date and we think that connection with their own ISP generated the infection. Normally we're pretty vigilant in terms of our front doors - this really was coming in via the back door," says Gigliotti. 

After spending three days cleaning out the infection, the bureau changed its technical and procedural approaches, which have protected it against subsequent outbreaks such as the recent Sasser attack. 

"We've changed our policies regarding mobile laptops, their connection to other sources and how we monitor them when they come back," Gigliotti says. 

The perfect storm the meteorologists faced - mobile PCs, virulent new strains of malicious software and outdated security methods that assume attacks first knock on the front door - is a nightmare facing every Australian organisation. 

If attackers like Nachi and Sasser are at the front and back doors, then the "Zero-Day attack" - a computer virus that exploits a new vulnerability before an antidote is developed - is the scary new intruder checking the window locks. 

As malicious hackers improve the sophistication of their attacks while shortening the time it takes to exploit network vulnerabilities, the conditions are ripe for a doomsday worm to emerge - a blended threat with a devastating payload that wreaks havoc across the globe within hours before it can be stopped. 

Writers of malicious code have slashed from months to weeks the time it takes to develop exploits, once a new weakness is found. 

The vulnerability in Microsoft Internet Information Server exploited by the CodeRed worm in July 2001 had been discovered and a patch developed six months earlier. By 2003, it took virus writers only a month to release the Blaster worm after an exploit in most versions of Windows was found and a patch written. The recent Sasser worm cut this development time to less than three weeks. 

Threats that use multiple methods to attack or propagate - such as the Nimda worm of 2001 - are known as "blended threats". Nimda is estimated to have infected more than 2.2 million computers in 24 hours, using five methods of propagation. 

The main impact of such worms is in the massive bandwidth and processing power consumed as they scan for more victims, which often brings networks to a halt. More malicious worms carry payloads designed to shut down firewalls and anti-virus applications or steal sensitive data such as credit-card details or company records. Payloads can also include Trojan "back-door" programs that grant full control over the infected PC to a malicious hacker. 

A zero-day threat could happen at any time and is difficult to protect against, warns the Australian Computer Emergency Response Team at the University of Queensland. 

"It's very likely that people are looking to discover and create a zero-day worm," says AusCERT security analyst Jamie Gillespie. 

"It is quite possible that the discoverer of the vulnerability could have malicious intent and also the skills to create an exploit code for that vulnerability. 

The threat of a zero-day attack is reduced by virus writers preferring to save their best exploits for surreptitiously infiltrating specific targets, says independent New Zealand anti-virus researcher Nick FitzGerald. 

"This type of mentality is much, much more common in the hacker community than the "I'm going to screw Microsoft" mentality, or Sun or whoever their favourite target is," FitzGerald says. 

Malicious hackers also tend to exploit older flaws when building an army of infected computers to do their bidding. 

"It's much less likely that those machines will have personal firewalls and up-to-date anti-virus software on them," he says. 

Security giant Symantec views a zero-day threat as extremely likely, says Symantec Australia and New Zealand managing director John Donovan. 

"We're surprised we haven't seen one already," Donovan says. "We're discovering - through SecurityFocus and BugTraq and other associated agencies - about seven new vulnerabilities every day, so chances are someone with more of a malicious nature is going to discover one of these vulnerabilities before we do." 

Both Donovan and AusCERT's Gillespie agree that remote users are among the weakest links in the security of most networks. Many organisations put a lot of effort into protecting their systems from outside threats, but some fail to protect against devices that have been infected off-site and then reconnected to the network. 

To make matters worse, analyst group Gartner estimates that 80 per cent of data managed by organisations will be coming from remote users by 2010. 

"If people go through the basic steps of using firewalls, anti-virus and not opening attachments they didn't request, then that will provide sufficient protection for most of the new worms that we'll see in the coming years," Gillespie says. 

Rather than wait for a disaster to knock, Melbourne-based publisher Lonely Planet took pre-emptive steps to protect against infection, says its IT operations manager Grant Baxter. 

"We knew this sort of thing was happening, but there was no single event - we didn't have a disaster to inspire us to do this. We thought that would be bad for our careers and we figured the new guy would decide to do it after we got the arse," Baxter says. 

Lonely Planet implemented Symantec Client Security on 50 notebooks around the globe to prevent them from inadvertently infecting the publishing house's internal systems. Symantec Client Security provides integrated anti-virus, firewall and intrusion detection protection. Before mobile users can access a network, it ensures that they are following security policies, the machine's firewall is working and it has the latest virus definitions. 

Baxter has also struggled to find the right balance with staff between education and enforcement. 

"They are intelligent people who know about their areas of expertise, but these days any of these people could be forgiven for not knowing the difference between a worm and a virus," Baxter says. 

"You tell people to delete emails from untrusted sources, but at the end of the day, it's very, very difficult." 

As malicious attacks continue to increase in number, severity and sophistication, those battling to bar the organisation's IT doors and windows face ever greater threats. Users must be equally vigilant in their responsibilities to secure the network from abuse, says the Bureau of Meteorology's Gigliotti. 

"Like with most things concerning security, it's a multi-layered approach - you've got to tackle it on several levels, including the user. The users have to take on some respons-ibility," Gigliotti says. 

"There's always that balance in terms of having a policy that will ensure that you don't get these things introduced but at the same time not to create bottlenecks. IT is there to help people, not to hinder them." 
NEXT TIME 

An evolution of viruses 

1981:
Apple Viruses 1, 2, and 3 - first viruses in the public domain, infected the Apple II Disk Operating System. 

1986:
Brain - first MS-DOS virus, infected the boot sector of 360kb floppy disks. 
PC-Write - first PC-based trojan, hidden in popular shareware program, it destroyed the File Allocation Table on hard disc drives and performed a low-level format. 

1987:
Stoned - first virus to infect the Master Boot Record on hard disc drives. 

Jerusalem - first file-infecting virus to stay in memory after it was executed, and after its host program was terminated. 

1988:
Den Zuk - first anti-virus virus, it detected, removed and immunised against the Brain virus. 

Morris Internet: first worm to require no human intervention to spread - prompted the formation of the CERT. 

Cascade - first encrypted virus. 

MacMag - first Macintosh virus. 

1991:
Tequila - first widespread polymorphic virus. Changed its appearance with each new detection to avoid virus scanners. 

1995:
Concept - first macro virus, it infected Microsoft Word documents. 

1996:
Laroux - first virus to infect Microsoft Excel spreadsheets. 

Staog - first Linux virus. 

1998:
Back Orifice- first Trojan to allow others to take over remote computers via the internet. 

1999:
Melissa - first combination worm and macro, its payload forwarded infected documents to 50 people in users' Outlook address books. 

Bubbleboy - first virus activated by merely opening an email message, rather than the attachment. 

2000:
I Love You - a VBS attachment that deleted files, including MP3, MP2, and JPG. It also sent user names and passwords to the virus author. 

2001:
CodeRed - first blended threat, a worm that attacked Microsoft IIS web servers. 

2003:
Blaster - first worm written within a month of the patch's release. 
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