Legal Obligations

Every citizen of a country has a responsibility to follow its laws. Organisations have legal responsibilities as well. Australia has had laws concerning the transfer of data via cable since ‘The Post and Telegraph Act’ of 1901, however, it has only been in recent times that significant changes have been made to the handling and release of data by government or independent agencies. Several laws have been introduced since 1988 as a reaction to the rapid spread of electronic communications and storage systems.
At a national level:

· Privacy Act 1988

· Privacy Amendment (Private Sector) Act 2000

· Copyright Act 1968 – Copyright Amendment (Digital Agenda) Act 2000

In Victoria:

· Information Privacy Act 2000

· Health Records Act 2001

Combined these laws govern the collection and use of private information and intellectual property by both government and non-government organizations at both federal and state levels.

Employers have a legal responsibility to ensure that these laws are implemented within their organizations as well as make employees and customers aware of their rights and responsibilities in relation to these laws.
Privacy Act 1988 (National)
· In the mid 1980’s the government tried and failed to introduce an ‘Australia Card’. There was public concern over invasion of privacy and civil liberties.
· In its place the pre-existing ‘Tax File Number’ system was updated. The TFN was used initially for taxation purposes only but within a few years people were required to supply their TFN for any payment or pension from the Gov. In effect, the TFN has fulfilled the role of the Australia Card, in that it is now an identity number (without the card).
· There were concerns about how the Gov. might use these numbers

· At the same time the Aust Gov was required by international law to provide protection for data travelling to other countries.

· The response was the Privacy Act 1988 which deals with 3 main areas;

i) safeguards relating to the collection and use of tax file numbers by federal government agencies

ii) protection of individual’s private information stored by federal government agencies

iii) information about people’s credit worthiness held by credit reporting agencies

iv) further information at www.privacy.gov.au/act/privacyact/
· There have been several additional powers included in this Act but its main purpose has remained unchanged. The national privacy principles and some of the key areas covered are listed in Fig 5-3 page 76 of your text.

Note this act only refers to the handling of data by federal government departments. Many people criticised this limitation as it seemed private organizations were not required to apply even the most basic of safeguards on data they collected. Non-government agencies to collect any data and use it for any purpose without consent of the people whose private details it concerned. The rapid growth of electronic transactions (esp. Internet) led people to demand some sort of legal protection. The gov. was keen to encourage the development of electronic commerce.
Privacy Amendment (Private Sector) Act 2000 (National)
This was introduced by the federal government to deal with public concerns about the handling and collection of data by non-government or private organizations.
· The act specifically addresses the use of personal data for direct marketing

· States that websites must display a privacy policy explaining the sort of data gathered and how it is used. This must give users the option to allow use or not.

· In terms of workplace employers must have clear guidelines as to what activities are allowed or banned by the organisation’s system, how data is logged and used. It allows the organization the option to adopt a privacy code instead of following the national privacy principles.
· Further information at www.privacy.gov.au/act/privacyact/
Copyright Amendment (Digital Agenda) Act 2000

Intellectual property might be defined as any product of human thought that is unique. It applies to ideas, inventions, formulas, computer programming etc. In Australia intellectual property is protected by the Copyright Act 1968. This was updated to cover work published electronically when the amendment came into effect in 2001. 

· Copyright is automatic as soon as the intellectual property is written down or recorded in some tangible way.
· Copyright exists for the life of the creator plus 50 years. When multiple creators it exist 50 years beyond the death of the last living member.

· A copyright gives authors and artists exclusive rights to duplicate, publish and sell their material.

· A common infringement of copyright is software piracy.

· Copyright law also gives the public fair use to copyrighted material. Issues surround this phrase ‘fair use’ which allows use for educational and critical purposes. 

· Fair use can allow a person or school to copy and use a limited portion of a published work, usually for educational and research purposes.

· Fair use can allow a person to make a backup copy of software that they have purchased.

· Further information at www.copyright.org.au

State and territory governments have also introduced laws to regulate their own departments.

Information Privacy Act 2000 (Victoria)

Introduced by the Victorian Government to outline obligations of state government agencies and contractors. It is based on a set of ten principals which are in themselves based on the 11 national privacy principals. It covers much the same areas as the national version however is customised to suit the Victorian public sector. It’s main features are;

· Creation of a ‘Privacy Commissioner

· Provision of codes of practice relating to organizations

· Strong compliance provisions (large penalties)

· Further information at

Health Records Act 2001

The Victorian Government passed this with the intention of protecting patients’ medical information. 

· It covers both public and private medical sectors.
· It is designed to fit in with the Information Privacy Act 2000

· Allows people to access their own medical information

· Establishes the health record privacy principals for both public and private medical services

· Based on the 11 national privacy principals

· Creation of a Health Services Commissioner
· If an organization commits a breach of the act or receives 5 compliance notices within two years it has committed a crime with heavy penalties. 

· Further information at http://healthrecords.health.vic.gov.au

Questions

Checkpoints - Potts

Q 11
The Copyright Amendment (Digital Agenda) Act 2000 updated the Copyright Act 1968. Why was this amendment needed?

Q12
The Health Records Act 2001 was passed by the Victorian Government to protect the medical information held by both public and private medical sectors. Identify two provisions of the Act.

      Q13
      A wesite that collects data from a user must display a privacy policy under the 

      Privacy Amendment (Private Sector) Act 2000. What information must be 

      contained in the privacy policy?

      Q14
      The Privacy Act 1988 safeguards the use of tax file numbers by federal 

      Government departments. What restriction is there on a private sector 

      organization to stop them publishing an individual’s tax file number on a website?

      Q15 

      Jack wishes to establish a website on the Internet that would allow users to upload 

      Short stories for viewing by other users. Visitors would register their information 

      so that a monthly prize could be awarded to the piece of work judged to be the

      best. Identify two legal requirements that Jack must adhere to and the Acts to 

      which they relate.
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Q6  A counselling organization specialising in helping people overcome workplace problems such as harassment, is considering offering online consultations. The idea is to allow a patient to use a web based CHAT facility to interact with a doctor.
C ii)

What steps should the organization take to ensure that it complies with the Privacy Amendment (Private Sector) Act 2000
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Q18 

Identify three responsibilities an organization that stores information on individuals has under the Privacy Act 1988.

Q19

Who generally owns the first copyright of a new work? List one common exception to this.
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Q 15 

What are the National Privacy Principals? Provide an example of one.

Q16 

Does the Health Records Act 2001 (Victoria) provide greater or lesser privacy protection than the Commonwealth Privacy Act? Explain why.

Q17  

How long does copyright exist for when there is a single author? How does this differ if there is more than one author?

Solutions
Checkpoints – Potts

11. The amendment now applies the copyright laws to original work published electronically.

12. Some possible responses are listed below.

    Check the Act (http://healthrecords.health.vic.gov.au for other provisions.

    i)  People have the right of access to their own medical information.

   ii)  The information must be accurate and up-to-date

  iii)  Records must be stored and safeguarded against loss, una unauthorised 

        access, use or disclosure.

13. i) the data to be gathered by the site
     ii) how the organization intends to use the data

    iii) an option for the user to disallow collected data to be used for other 

         purposes

14. The Privacy Amendment (Private Sector) Act 2000 extends the Privacy Act 

      1988 to cover non-government organizations. It is now illegal for any 

      organization to publish an individual’s tax file number.
15. i) The Copyright Amendment (Digital Agenda) Act 2000 protects the 

         copyright of intellectual property electronically. Jack will need to consider 

         the copyright of the material uploaded. For example, he must be careful not 

         to publish the work of an author who is not the person uploading the file.
     ii) The Privacy Amendment (Private Sector) Act 2000 requires all companies 

         to provide a privacy policy on their websites explaining what data is being 

         collected and how that data will be used. Since Jack is intending to get 

         personal details from visitors to the site (details of authors for prizes) he

         needs to have a privacy policy included on his site.
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Q6c ii)

· Privacy of individual clients information is protected use user name, password protected, restricted access

· Ensure that information that is held is accurate

· Inform client of purpose of recording storing information

· Allow clients access to information held about them
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Q18
Their responsibilities could include:

· To maintain accurate records

· To keep records up-to-date

· To keep records appropriately secured

     Q19

The author of  the work owns the first copyright. An exception – where the author has produced the item as part of employment duties.
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Q15
The National Privacy Principles are the basis of the Privacy Act as it relates to Non-Government Organisations. 

An example of a NPP is that organisations should only collect personal information that is necessary for one or more of its functions and activities.

Q16

The Health Records Act 2001 provides less privacy protection as the Health Act has provisions for mandatory reporting in the cases of communicable diseases – it has been determined that an individuals privacy is not as important as protecting the entire community.

Q17

Copyright exists for the life of the author plus 50 years. In the case of multiple authors, copyright exists for the life of the longest living author plus 50 years.

