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MORE SHORT ANSWER QUESTIONS

a) What is a disaster recovery plan?

A plan to get a system up and running again in the event of some disaster – physical or otherwise.

b) List the types of risks that data is exposed to on a network.

· Physical damage – fire or flood.

· Corruption or damage to the data itself – system malfunction or viruses.

· Unauthorised users breaking into the system and changing it - hackers.

· Theft of data files.

c) Discuss some of the ways that these risks can be minimised.

· Increase physical security.

· Tighten up access to files on the system

· Issue login names and passwords.

· Use file access permissions to restrict user access to certain file storage areas.

· Regularly run and update a virus checker.

· Install a UPS and power surge protector.

1. Explain the term software piracy and some of the ways that it can cause problems.

The illegal use and distribution of software. Companies can be audited and sued if breaches of software licensing are discovered. Lack of backup and support. Inability to reinstall or upgrade sometimes.

2. Perform a SWOT analysis on the issue of introducing memory sticks on the booklist for Senior IT students to store their data using the current computer system.

STRENGTHS

Convenience to students and staff.

Students have more memory.

Portability of data.

Quick and efficient data storage

Responsibility of data storage shifted to the student.

More room on the server.

WEAKNESSES

More expensive for students

Increase in risk of theft

Users need to be educated in their use of new technology

Resistance to new technology possible

OPPORTUNITIES

Modern and up to date method of data storage is good for the school’s image

Students may prefer to use this new technology.

Less requests to System Manager to restore lost data.

THREATS

Small and can be lost/left at home

Parents may refuse to spend money on something they care unfamiliar with.

Careless students and staff.

Cost not coming down in the future.

3. Perform a SWOT analysis on the issue of upgrading to Windows XP on the current school network.

STRENGTHS

More efficient data storage

Faster processing

More options

WEAKNESSES

More user training required.

Stability is still to be proven.

More expensive

OPPORTUNITIES

More efficient OS may mean fewer requests for System Admin help.

Modern and up to date OS is good for the school’s image

THREATS

Staff may make mistakes with it and lose their work

Incompatibility with existing software

Hidden costs – need to upgrade HW and SW.

5.


a) Briefly explain the overall responsibility of the system administrator.

To ensure that a system operates smoothly and efficiently. They must regularly monitor systems and correct any problems, and also maintain the systems to ensure that users can access the most up-to-date software on a daily basis.

b) List 5 areas that the system administrator is responsible for.

Users, Hardware, Software, Server Operating Systems, and Network Administration.

6. Name 5 typical maintenance tasks that are involved in administering a server.

· Server software monitoring.

· Organising server software upgrades.

· Coordinating workstation software upgrades.

· Maintaining a database of software licenses.

· Conducting software audits.

7. What things should you consider when purchasing new software for an organisation?

· Determine the organisation’s needs.

· Discuss those needs with the hardware seller.

· Choose a cost-effective solution.

· Outline a proposal to management for the new system.

8. Name 5 typical maintenance tasks that are involved in administering a server.

· Installing new software packages.

· Installing software to correct operating system bugs (known as patches).

· Maintaining a backup system and user files.

· Creating user accounts.

· Repairing corrupted files and databases.

9. Briefly explain the benefits of using templates in an office environment.

The use of Templates can ensure that a standard layout and content is used for documents within an organization.  Templates also make document production more efficient as they save time.

10. Briefly explain the benefits of using macros in an office environment.

Macros are used to automate tedious tasks or complex tasks.   They save time and effort and help make processing more efficient.


11. How can you ensure that certain key cells in a spreadsheet were not tampered with, in an application that you have created for a client? 

Unlock only those cells in a spreadsheet that you want to be changed through the FORMAT menu, and turn on the spreadsheet protection through the TOOLS menu.

12. In a database, what is a primary key and what is it used for?

A primary key is a field that acts as a unique identifier for a record. Each entry in the field is different from any other.

A primary key allows tables to be linked through relationships and data from linked tables can be extracted in a query and put into a report if required.

13. What is the function of a software register? How is it different from a software audit?

A software register is a software licence database that is used to efficiently keep track of what software is in use on each machine. The following information should be kept:

· Package name

· Licence number

· Seats per licence

· Which machines the licence is allocated to

· When and where it was purchased.

· Version number

A software audit is the process of checking each machine in the organisation and listing which software packages are installed.

14. List the common causes of data loss.

· Human error – accidental deletion of files.

· File corruption due to removing a floppy disk while the drive is still writing.

· Software bugs – when Word “crashes” occasionally.

· Hardware error or failure – such as a head crash.

· System crash – power fluctuations or failure, blackouts, blown fuses, cooling failure.

· Software viruses. 

15. What should you consider when planning a backup procedure?

· How often should backups be done?

· When should backups be done?

· How long should backup copies be kept for and how many old backups should be retained?

· Where should backup copies be stored?

16. Describe the steps you would take if you were responsible for planning the installation of a network.  Briefly explain the typical things you would have to consider.

· Determine cabling and other required components’ costs.

· Seek funding approval.

· Wiring conduits, where to install wiring and cables, documentation, repair policy, building and fire code requirements, modifications, guarantee, need for speed, avoiding RF noise.

17. Describe a backup procedure for master/transaction files.

Used when it is not acceptable to lose one day’s transactions or records (as in incremental backup). 

In Master/transaction files backup, the master file is updated by applying a series of transactions to produce a new master file. If the master file for a particular day is lost, it can be reconstructed from the previous day’s transaction file and the update program.
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