ICAITD128A - Create User and Technical Documentation

	Competencies

	1.  Determine documentation standards and requirements

	Standards for documentation from overall project documentation standards and industry standards

Standards in documentation

Documentation standards can be classified into 3 types

· Industry standards

· Organizational standards

· Project standards

Industry standards 

Standards Australia is a nationally recognized organization that establishes standards for products and services. It published standards for software, covering such areas as planning, design and programming, as well as documentation for software systems. The standards describe the basic documentation requirements to ensure that quality standards are to be met. Industry standards should be incorporated into computer system development.

Organisational standards

The organization developing the product may have its own standards, and these may incorporate industry standards. Almost every supplier of computer hardware and software would have standards for its documentation, for the reasons mentioned earlier – consistency and quality. Organizations that develop software applications have documentation standards for either their own document writers or external contractors who write the documentation

Project Standards

Certain standards may be adopted for a specific project. These standards would be aimed at the particular computer system product. For example they could apply to the layout of the technical description of a computer.

The software development methodology used to develop a software application often specifies the technical documentation required, required and its format. Documentation is produced as a consequence of the software development methodology being followed. 



	Documentation types and design templates are identified and agreed with higher authorities  

STANDARDS

· Standards are guidelines for producing documentation. 

· For example, they indicate what documentation should be provided, how it should be presented, and the terminology and symbols to be used. 

· Provide consistency of documentation, so that different documents have common feel about them.

· They are familiar with it structure and layout, and can find information quickly.

· Another purpose is to ensure that the quality of the product is maintained, by providing appropriate documentation.

· Documentations Standard can be classified into three types

· Industry standards

· Organizational standards

· Project standards

INDUSTRY STANDARDS

· These standards are nationally recognized organizations that establish standards for products and services, including computer systems.

· This has published standards for computer software covering such areas as planning design and programming, as well as documentation for software systems. The standard describe the basic documentation for software systems.

· The standard describes the basic documentation requirement to enable quality standards to be met.

· You should be aware of industry standards, and incorporate them into your computer system development.

Documenting Requirements

The investigation so far has been a preliminary one. The aim is to provide as much information for system analyst to develop the requirements in detail and implementation a solution. The following information should be documented.

· Background Information

-The context in which the request is made should be described. Relevant information could be brief description of the business, and how the information system under consideration fits in.

· Problems and issues

Sometimes problems and/or issues have led to the initial request for the system overhaul or development being made. Any such problems or issues should be documented.

· Objectives of the information 

The objectives are obtained from the analysis of the user needs and should be clearly defined. The objectives address the user requirements, problems and issues. The following are examples of documented objectives:


-reduce operational costs by $8000 per year by reducing record processing time from 50% to 10% of the equivalent of one staff members time.


- answer queries immediately and accurately 


- absorb additional numbers of transactions into the system without affecting service


-provide accurate and up to date information about the business that helps the best decisions to be made for the business.

· Scope of the project

· this is important because it guides you in finding a solution. Perhaps not every business function is to be changed because an activity is working satisfactorily or it is not the highest priority for development.

· Constraints 

These will influence your choice of solution. The constraints will be monetary if the organization is only willing to spend a certain amount of time on the solution. 

· Business activities of the system

At this stage, the description of the business activities is a general one. More detailed analysis will come later. The description should be sufficiently detailed for possible solutions to be identified.

· Security 

Many computer applications have security features such as passwords. However, you should document your access requirement to ensure they are meant.

· Audit

Any requirements for checking what has happened in the system should be documented.

· Backup and recovery 

Many computer applications have standard backup and recovery processing, Documenting requirements ensures that they will be met

· Growth 

Documenting the expected growth will help to identify a solution that can cope with increased business activity in foreseeable time.

· Training

State the current skills of users so that the necessary training can be determined.

· Documentation
This indicates the type of documentation expected ( for example, on-line or written) so that the users are supported in the best manner.

Summary

Information systems are provided to satisfy the needs of users. The users can be part of the organization, such as operational staff, line mangers and senior managers. Users can also be external to the organization, such as ATM users.

Certain information is required about the user requirements so that satisfactory solutions can be implemented. Information such as the business environment, problems and issues, objectives, scope, constraints, functions required, and any other relevant information is required. Data-gathering techniques such as interviewing, questionnaires, research and observation are used to obtain this information.


	Authors are informed of the standards and any technical resources/materials/manuals to support documentation

???????????????

	2.  Produce technical software documentation

	Technical documentation is recorded in line with project documentation standards

Tech doc is the printed or on-line doc that describes the construction of a computer system (H/W, S/W)

· A documentation of the instructions on how to install a piece of hardware of software.

· Provide system requirements and compatibility specifications.

· Lists problems that may occur, and how to solve them.

· A detailed design of the system.

· Overview structure and components.

· Graphical user interface (G.U.I)

· Shows you how to test the system.



	All supporting technical information such as the architecture and detailed project plan are clearly and accurately referenced

· Overviews that indicate the structure and components of the system

· A detailed design of the system

· The user interface – how interaction with the system occurs, such as input and output screens

· A data dictionary that describes the data and processes within the system

· Test data that describes the testing that will occur

· Information on maintenance of the system, for when changes occur to an existing system.

· System requirements

· System flow chart

· Data flow diagram

· ER diagram

· Structured English

· Structure chart

· HIPO chart

· Data dictionary

· Standards for and samples of screen designs or layouts

· Standards for and samples of report designs or layouts

· Data entry forms such as order forms

· Procedures manual

· List of user documentation available 

· Test data, expected results and actual test results

· Maintenance history log book

· Documentation register

	Modification and maintenance requirements are clearly documented to documentation standards 

· The technical documentation is referred to when changes need to be made to the system, perhaps for the following reasons.

· An error or errors are discovered in the software. The documentation can be used to locate the program or programs where the errors are occurring so that the problems can be fixed with a minimum of fuss.

· The system needs to be changed as a result of the changing needs of the organization or because of external forces such as changes in the law. Having food documentation will save time, as information about how the system works will be easily accessible.

· Frequency of modifications of software is also an important factor. All modifications, and the version of the software to which those modifications are applied, must be documented. Otherwise, if there is a problem, it might not be possible to trace it back to the original source.

· Documentation must be kept up to date to make it possible to maintain programs. If it is not kept up to date, no one will know what changes have been made to a program since it was created. This means that someone needing to change the program will have to spend a good deal of extra time studying the code to see how it actually works rather than how it is supposed to work. 

· If documentation is inadequate or out of date, maintaining the program will take longer, costing time and money. A little effort invested up front in keeping documentation up to date every time a program is modified will save a lot of effort later. 

Failing to adequately maintaining documentation can create the potentially enormous  problem of several different programmers having made changes to a program, and some of them having since left the organization.

	Documentation is understandable to programmers as a stand alone document

· Technical documentation for computer systems covers a wide field, and includes that of software applications. Many different techniques can be used to produce documentation which technique is used depends on the methodology. Some of the documentation includes the following:

· system requirements (a description of the functions of and a list of key features or requirements of the complete system.  The system requirements does not provide enough information by itself for a programmer to develop the system but is a starting point for further documentation)

· system flow chart (a diagram of consecutive steps showing how the complete system will behave. It indicates the processes, the inputs and outputs of data, where the input comes from and where the output goes to)

· data flow diagram (shows how processes act on data.  Used at the analysis stage.  It shows the processes, the flow of data to and from these processes and where data is stored, who or what interacts with the system by inputting data into the system or by receiving data from it) See Example on P 41 of Book

· structured English (this uses normal English language to describe each process in the data flow diagram.

· data dictionary (detailed description of the data in a system.  It is built up over time by systems analysts and programmers)  See P 45 of Book

· user interface (this is the area where the user and the system interact.  The user has to get data into the computer and needs to get data out of the system (soft copy or hard copy).  In the area of user interface there should be documentation on standards for and samples of screen designs or layouts, and standards for and samples of report designs or layouts)  See P 46 – 48 of book)

· maintenance history log book.  (provides a permanent record of the changes that have been made to the system

Documentation is an important communication tool when developing a new system or maintaining an existing system. For example, a programmer can work more effectively on a system if documentation is available. The documentation must be kept up to date as the system changes. Having out-to-date documentation can be as damaging as having no documentation, as it may cause additional errors to be introduced into the software.

	3.  Create client user documentation

	Developed software’s operational procedures are clearly and coherently documented in non technical jargon

There are many forms of user Documentation consisting of:-

· User’s Reference guide – manuals containing comprehensive info about the software. There purpose is to enable users to learn how to use the s/w, provide accurate reference info, supply step-by-step details about how to complete tasks using the s/w, help users understand their role in the process and explain why, as well as how a process is performed.  It can be structured as task-based procedures or as menu-driven screen descriptions.
· Quick Reference cards – Day to Day prompts of how to complete tasks. There purpose is to list key functions, act as a memory jogger about what to do next, summarise info, match the needs and level of expertise of specific users
· Handbooks – scaled down documents that provide basic info to business partners or outside contractors who may need to supply or use data.  Can also be written for s/w users who do not need the full details contained in the user’s reference manual.  Purpose is to summarise key functions used by target audience, provide step-by-step instructions, help users to use the s/w confidently and accurately.
· Keyboard templates – cards that are sized to fit above the function keys on a standard keyboard.  Help user remember which keys to press for different functions.
· Wall charts – Show stages in a process.
· Training Manuals – used when there is an organized training program.  Training manual is different from user’s reference guide.  Training manual is for building user acceptance of the s/w, provide users with customized working examples of how to perform a task using the s/w, leads the audience through the user’s reference guide, provide structure for trainers to follow, give realistic activities that users can practice with.
· Computer managed learning – on-line management of learning. The computer is used to plan, organize, control evaluate and access what the student learns.
· Computer based training – can be called computer assisted learning.  It presents material and then tests the student will drills and practice.  It is an on-line tutorial that includes testing
· Tutorials – Courses on-line but with no assessment built in
· Wizards – assistant to help users achieve particular tasks
· Cue Cards – simple reference cards used in many Microsoft products
· FAQ’s – At the testing stage of a new product, different people often ask similar questions.  A section in the documentation may be devoted to frequently asked questions.
· Glossaries – this is where all terminology relevant to the application is explained.
· Troubleshooting info – People go here when the application is not functioning as it should or as the user expects.  It should list the problems and also offer solutions.
· Navigation aids – helps people navigate through documentation.  Can be Contents memus, indexes with a – z buttons to go straight to the area of interest, browse sequence, search facilities
· Context-sensitive help – text relevant to the form currently being displayed on the screen.  Can use hotspots (hyperlinks), right-mouse clicks etc
· Documentation on the Internet – Websites can provide fixes and upgrades for users to download.
· Intranet Documentation – Converted text based files to HTML documents.

	Documentation is aligned with client requirements to support ease of use

Purpose of Documentation – support people who use computer systems.  Users require documentation in three ways: for training, to understand the computer system and as a reference.

Developing User Documentation – The following steps occur:-

· Planning (investigate problem, define target audience, determine documentation requirements, design documentation, select suitable methods)

· Drafting (actual writing of the documentation – correct use of verbs, punctuation, phraseology, grammar etc.  Developing on-line documentation is hard because of the cross referencing.

· Reviewing - Checking content (is info correct, is it complete, is there any irrelevant into), grammar (are there spelling errors) and standards (Are organisational standards followed), Clarity (Is the document clear and understandable to the reader, Interest (Does the document hold the reader’s interest,.  Someone other than the writer should do this.  See Page 72 – 73 for sample

· Testing – by people who represent the users of the documentation.  This involves using the documentation in conjunction with the software.

	Documentation is written in clear, coherent and concise plain English and logically sequenced and cross referenced

Writing style – of writing determines the quality of the documentation.  The following features can influence how well the documentation is understood by the reader:

· Language -  use of conversational style so that the reader feels the communication is directed at them.

· Simplicity – use words that are common in conversation (See page 74)

· Sentence and paragraph length – Keep sentences fairly short.

· Spelling and grammar – use a spell check and a grammar check but also proof read carefully.

· Consistency – use the same word for the same meaning all the time

· Active voice – means the subject carries out the action     example:  Check the data for errors, then press the enter key.  (Passive – after the data is typed, it should be checked for errors, then the enter key is pressed)

· Word emphasis – Use underlining, bold, capitals or italics sparingly.  Use bullets for emphasing a series of points.

Printed documentation – Criteria for printed documentation:

· Format – is the format suited to intended use

· Durability – is the quality adequate to last for the intended lifetime of the manual

· Page layout – is the page layout consistent and standardized? Is there sufficient ‘white space’ for the text to be easily read? Are fonts, graphics, spot are, colour and symbols used in a meaningful manner

· Table of contents – is it clear? Can people easily locate the info?

· Index – is there an adequate index, with cross-references?

· Glossary – is it complete and easily understood?

· Bleeding edges tabs – are there physical guides to sections of the manual?

· Headings – Are they meaningful and clear.

· Scan test – can the user quickly scan through the document by reading the headings?

· Skim test – can the user skim through a section by looking at subheading, key words  and examples?

On-line documentation – Criteria for on-line documentation:

· Context sensitive help – Is help automatically available for the topic, task or function that the user is currently working on?

· Hints – Are hints or suggestions automatically available 

· Error trap & correction – Are errors trapped, corrected and the user informed?

· Training – tutorials  Are tutorials available? Is there a choice of levels? Is there a user controlled choice of topics and levels?

· Human computer dialigue – is the dialogue non-intrusive?  Does the help display interfere with the task?

· Interactivity – Can the user interact with the on-line documentation to test procedures?

· Motivational – Is the form of on-line documentation presented in a manner that encourages the user to explore the application?

· Undo – Can the user undo their actions in discreet steps?

· Personification – Is there a tendency to give the application or documentation a distracting ‘personality’?

· Trial and error – Does the documentation allow and encourage a trial-and-error approach for users to test their knowledge and to explore the application?

· Print topics – can topics be printed?

· Annotate – Can the user add comments and  notes to the on-line documentation

· Bookmarks – Can the user mark selected sections of the on-line documentation to enable them to be recalled quickly?

· Customization – can the user customize the documenation by adding or removing sections?

	4.  Obtain endorsement/sign-off

	Developed documentation is reviewed by target audience

After documentation has been completed it needs to be tested by the target audience to see if it tells the user all the relevant information to be able to use the software/device/etc

	Changes are made according to target audience feedback

The document may have to be changed according to the problems that the target audience may have come across in their evaluation of the documentation.

	Documentation is submitted for higher authority sign off

Once the documentation has been checked, rechecked and is ready for distribution it needs to be given to someone with the authority to say that it is complete and ready to be distributed.


ICAITU126A -  Use Advanced Features of Computer Applications

	Competencies

	1.  Manipulate data  in EXCEL

	Advanced features of application are employed in the preparation and presentation of data

Excel contains many advanced features, they include:

· Paste link

· Macros

· Templates

· Toolbars

· Hyperlinks

· Formulas 

Paste link can be used to link cells to other areas of the worksheet. This can be done by selecting a cell, click on edit, copy. Move from the copied cell to another cell to paste the link. Click on edit, paste special, paste link.

In excel formulas are used to manipulate data.

The IF function is set out such as =IF(cell reference is true, yes, no)

Eg. =IF(a1>3,”ok”,”redo”)

The VLOOKUP function is set out such as =VLOOKUP(selected cell to look at, referring cells, number of column to display).

Eg. =VLOOKUP(a3,d9:e13,2)

	Data is efficiently transferred between applications

(chapter 15)

Text fillies in a database can be delimited (by a comma, colon, space, etc.) or fixed width.

To import data into an excel worksheet use the text import wizard. To separate imported data into worksheet columns, use the text to columns options to invoke the wizard. 

To import data from an access database:

1. Create or select a data source.

2. Create query to select the data from a database table.

3. Run the query to select the data and import it.

To re-name or delete a data source or query, use Explorer to locate the directory where it is stored, then delete or re-name.

	Objects, macros and templates are created and employed for routine activities

Templates
(chapter 16)

A template contains the outline of a regularly used worksheet. To create a worksheet template, save the worksheet as a template, using the save as, template (*.xlt) option. The files are stored in the Templates folder.

· To use a template, select File, New, Spreadsheet solutions. Double click on the template to open the new file based on the template.

· To edit a template, open the template (in the Template\Spreadsheet Solutions folder) and make the changes then save and close.

· To protect the template, first format the unprotected cells, then protect the worksheet.

Macros

(chapter 17)

Excel macros stored in the Personal Macro Workbook are global and can be accessed from any workbook. Macros stored in the current workbook are local and can only be accessed if the workbook is opened. 

To record a new macro, select Tools, Macro, Record new macro. Indicate which workbook to store the macro in and begin recording.

If the macro uses relative cell references, click the relative reference button on the macro recorder.

To delete a macro use Window, Unhide to unhide the personal macro worksheet, select the macro and delete it.

To save changes to a macro, select Yes to the save changes to Personal Macro Workbook prompt when exiting.



	Shortcuts and features are regularly employed for increased productivity

(chapter18)

To create a new toolbar, right-click on the toolbar, select customize, toolbars, new. 

To assign a macro to a button on the toolbar, right-click on the toolbar, then use customize, commands, to set the button properties, then use assign macro in the customize dialog box to attach the macro.

To add menu items to a toolbar, right-click on the toolbar, then select customize, commands, new menu.

To delete a button or a menu item from a toolbar, open the customize dialog box, then drag the item off the toolbar into the worksheet area.

To save a customized menu or toolbar, select yes to the save prompt on exit.

	Related data files are linked as required

In excel data files can be linked using hyperlinks.

To create a hyperlink,

· Select the picture or text that you want to link. 
· Click on insert, hyperlink.

· Click on browse
· Find the file that you want to link to the picture or text

· Click on OK.

.  Manipulate data  in ACCESS DATABASE
· Access can be used to create forms, tables, queries and reports.

· Indexing enables Access to retrieve records quickly via the indexed key.

· Controls are graphical objects placed on forms and reports in order to:

· Display or accept information.

· Decorate the form or report.

In Access, menu forms can be created using command buttons. This means you can have your own startup menu for Access.

· Data can be imported from various areas such as Excel, Word etc. The ease or difficulty of importing data depends on the format in which the data is held. Data is easier to import if it is in spreadsheet or column format. Data is hard to manipulate once it has been imported. 

· Access allows you to create menu bars through the toolbar section, which is accessed through the View menu.

· Menu bars can be used to access forms and reports specific to an application.

Macros are set to automatically carry a series of tasks for you.  

Command buttons can be created and linked to documents for faster access to those documents.

· There are three basic types of relationships:

            One-to-one means one record in the first table relates to one in the second.

            One-to-many means one record in the first table relates to many in the second.

            Many-to-many means many records in first table relates to many in the second.

A foreign key in a table is a pointer to a record in another table that holds related information.  

Manipulate data using WORD

Advanced features of application are employed in the preparation and presentation of data.

Functions

Applications compatible with Word.
Importing spreadsheets 

· Word enables you to transfer worksheets created in Excel into your documents. 

· When importing spreadsheet in word first select Insert, Object menu and then click on the Create from File tab, locate the directory and click OK.
Importing charts 

· In Excel, as in most modern spreadsheet, the chart created from basic worksheet is saved with the worksheet it was created from.

· When importing charts select Insert, Object. Select Create from File. 

Type the correct drive, directory and name for your file in the File name area.

Use the Browse option if you need to search for your file.


Click OK.
Importing data from an external database

· When importing data you need to follow these steps.

· If the database toolbar is not already visible, you need to make it appear. 

To import a copy of a database table into a document, you need to use the following steps.

Select View, Toolbars, and Database.
Click the Insert Database button, select Get Data and locate the file, then select your file and click Open.
Select Insert data, the All records and click OK.

Selecting a subset of data from a database


As databases can represent large stores of information you might not always want to include the entire database in your document. Often you will merely want to include a subset of the data. You can either limit the fields you display or select only a few records that match a given criteria range.


Follow these steps

1) Create a new document with landscape orientation and key in the following heading in Arial 20 pt bold: Wedding Videos shot by Lisa Bakker.
2) Insert a shadow box border around the heading.

3) Place the insertion point two lines below the heading.

4) Click the Insert Database button.

5) Select Get Data and select MS Access Databases form the Files of type: list

6) Select the videos.mdb file on your disk and click Open.
7) Select the Wedding Videos.mdb file on your disk and click OK.

8) Select Query Option…. 

9) Select Select Fields and remove the Code and Cost fields from the Selected Fields list.

10) Select Filter Records and select Photographer from the Fields list.

11) Enter Equal to as the Comparison: and LB as the Compare To: entry and select OK.

12) Select an appropriate format from the Table AutoFormat options and use Insert Data to add all the records to your document.

13) Save the document, calling it Lbvideos.doc and print one copy.



	2.  Access and use support resources

	Routine problems are solved with the use of support resources

Routine problems are solved by making changes to the tables of an application that are reflected in the forms and reports that access those tables.

	On-line help is accessed and used to overcome difficulties with applications

If your having problems with applications you can find help to your problem on-line.

	Manuals and training booklets are used to solve advanced problems

If problems occur using manuals and training booklets may fix the problem. The answer to your problem may be available in textbooks.

	Problems are analysed and eliminated according to results

	Technical support is accessed and trouble shooting results and alert messages are supplied to technical support

	3.  Configure the computing environment

	Performance of PC is enhanced

Checking a disk for errors – Use Scan disk ( can use Standard scan which check file areas on the disk for possible errors in the file allocation table and in the root directory) or use a Thorough Scan (check file areas, and also checks the disk’s surface for possible damage.  Takes longer than the standard scan.  Scan disk does not repair physical damage on the disk’s surface.  It merely maps bad sectors as unusable so that data is not written there.

Conserving system resources – The more applications we have open the more system resources are consumed.  Hints to help economise system resources – (Start only the application you require, When you finish editing a document, close it before opening other documents, Close applications that you no longer need, before you start other applications)

System Properties option in Control Panel displays useful info about system resources.  A high percentage of free system resources indicates good performance by the system.  If the figure drops below 50% you should consider closing downs some applications.

Disk Optimisation – involves use of a special program which examines the contents of a disk and organizes the locations of files. The optimization defragments files and it removes gaps of unused disk space.  How Fragmentation works – (as you work in your application, creating and editing files, many files will eventually become fragmented.  A fragmented file is one whose data is stores in two or more areas on the disk.  As adjacent sectors are occupied by other files, the system will store the remaining part of a file elsewhere on the disk where there is free space.  When you delete files, you leave gaps of unused space on the disk.  These gaps are used to store other files.  File fragmentation is not a fault.  The ability to store a file in a number of different blocks is a great advantage as it allows the system to maximize disk usage.  File fragmentation, however, affects the efficiency of the computer in several ways

· Applications take longer to load, as the read/write heads of the disk drive take longer to locate the required data

· Disk caching is less efficient, as it often reads in and stores data that belongs to other files 

· Paging to and from the swap file is less efficient as data may be stored in multiple areas on the disk

· The drive performs poorly because it is constantly reading and writing data on a fragmented disk.

The time taken to Defrag a disk depends on the size of the disk, the degree of fragmentation, the number and size of files on the disk, the free space on the disk and the processor speed.

Before you Defrag you should uninstall applications that are no longer required, remove any unwanted files or folders, empty the recycle bin, disable the screen saver.

Disk Caching (read-ahead optimization)

A disk cache is a temporary area in the computer’s memory which is used to store disk data.  When the system accessed data on a disk, it brings additional data into the cache for possible use later on.  Next time the system requires data from the disk, it checks the cache.  If the data is found there, disk reading is bypassed.  If the required data is not in cache, the system searches the disk and in the process brings additional data into cache.  Disk caching speeds up file access and improves system performance.  

Virtual memory (swap file)

As a multi-tasking system windows oftens needs more memory than is available on the motherboard.  It solves this problem by using Virtual memory.  (It uses part of the hard disk as an extension of the computer’s main memory)  When memory becomes full, Windows moves blocks of data which are not required onto the hard disk.  This action is called swapping (or paging).  The file that Windows uses to create virtual memory is called the swap file.  This file may shrink or grow depending on memory requirements. The swap file is usually a temporary file which is created every time you start Windows, and deleted when your shut Windows down.



	Environment is configured according to user/organisational requirements

P 417 >

Determine what the client needs, how the data is to be input, how it is to be represented within the system and how it is to be retrieved.

Obtain client feedback – 

· Phototyping  - this is a circular process.  A system is developed to a certain stage, and it is either demonstrated to the client or, if ready, passed to the client for testing.  With each prototype the client check that the system is conforming to their requirements before further development takes place.  

· Client testing – When the system is finished to the stage where it is presented to the client for testing, the client must be reassured that the idea is to use the system as extensively as possible and locate any faults in design or processing

· Areas of importance – Need to explain the areas of importance as far as system design is concerned.  

· Structure – If the structure is agreed upon then data can be entered into the system and the client can be shown how is will be retrieved.  

· Timelines – Need to establish how long the client will keep the system for testing.  Determine deadlines.



	PC environment is customized and optimized

Customising the desktop by

· Setting the date and time (uses the computer’s built in clock.

· Controlling the background colour (Right click on the desktop and select Properties.  Go to background and change the colour), Choose a colour scheme.

· Number of colours and resolution – The video display conforms to a specific standard that determines the number of pixels and colours that can be displayed.  A rectangular grid pattern divides the display area into a number of picture elements (pixels). The more pixels a monitor can display the higher its resolution.  Most basic display is VGA (Video Graphics Array) which is a display of 640 x 480 (640 pixels horizontally by 480 pixels vertically).  SVGA is 800 x 600.  The ability of the monitor to operate at various display standards depends on the monitor itself and the video adapter (video card – it contains on-board memory and a processor to manage the video display)

· Viewing styles – in Windows it can be Web style, Classic or Custom style (a combination of Web and classic style)

· Creating Shortcuts on the desktop – Right mouse click on the desktop/New/Shortcut/Browse (find the application you want to run/create shortcut/Select a title for the program and click finish.

· Creating folders on the desktop – Folders help you get organized.  Rightclick/New/Folder/type in the name and press enter.




ICAITU019B - Migrate to New Technology

	Competencies

	1.  Apply existing knowledge and techniques to new technology

	Existing knowledge and techniques are applied to explore new technology

Look back and learn from the past.  The way people do business has changed because of technology.  Business leaders are continually asking how IT can help an organisation perform better.  Not all advances in technology are appropriate for an organisation.  Many instances occur when technology is bought into a business just because is was new.  This is because not enough thought was given to how it could be used.  Any change has an element of risk but planning increases the chances of the new technology benefiting the organisation.

Strategic planning is a method that gives direction for new technology. It works on the basic premise that info tech is to be used to support the achievement of business goals.  Business needs to know its goals.  Usually done by creating a business plan which covers human resources, production, sales and marketing and, of course, info tech.

Benefits of New Technology:-

· New business opportunities

· Increase in existing business

· Greater efficiency

· Greater competitive edge

· Improved management and work practices

Productivity and Efficiency gains

Social effects have been significant, with many jobs disappearing or being redefined.  Productivity gains result from being able to do a job more efficiently and ultimately at less cost.  This can be done by producing more for the same or less effort, or producing the same amount at less cost.



	New technology acquired by the organisation is used with minimum disruption

Some problems can occur when introducing new technology.

· Technology problems – Even though the technology is good systems can still go down or fail.  Possible problems are breakdown of hardware such as computers, printers, monitors and other peripheral equipment, or failure of the software component.  These problems are greatest when the product is first released.  Problems are fixed by patches

· User problems – Resistance to change (people often don’t like change, fear for their jobs or just feel comfortable with the existing system), inability to use the system (if they don’t know how to use the tefchnology properly they can experience problems and frustrations.

Implementation plan

When new tech is introduced careful planning must take place.  Need a smooth transition.  The plan should include:-

· Timing (When to introduce the technology – an org’n may have periods when staff are under pressure and should not be subjected to the added pressure of adapting new technology.)

· Tasks (Determine tasks involved in implementing the new tech.  Place tasks in order.

· Resources (identify who is to do what task)

· Schedule (Estimate how long it will take to do each task and work out the start 

· date and finish date of each task.)

· Acceptance procedure (After installation an acceptance and handover procedure occurs.  This involves the users being satisfied that the installation has been successful and accepting the system for use.)

· Organisational issues (ex the computer that controls networks may not be operational for a period of time.  This means the network may be down.  Schedule downtime for out of work hours.)

Managing New Technology

· Overcoming resistance to technology (People resist change, often based on misinformation and lack of information.  Fear of the unknown is natural and can be countered by communication).  

· User competence (Users must know how to use the technology, the benefits of it.  Training and support is essential.  

· Efficient use (Is it being used efficiently

· Monitoring performance (ex Does H/W ever break down, if so how often.  Does s/w ever fail etc.

Maximising Benefits

New s/w contains features that are not used but may be useful.  Need to obtain maximum benefit from new technology. 

· Can be done by training and support.  

· Consultants and experts can be hired for short periods of time to look at the system and then provide suggestions on how to get the most out of it. 

· Business re-engineering (considering the total scene and if necessary redesigning procedures, policies, decision-making, staff responsibilities and duties

IT systems can be known as ‘enabling technologies’.  This means the tech provides the opportunity for business re-engineering to occur. 

	Functions and features of new technology available to the organisation are readily employed to meet organisational requirements

	2.  Apply advanced functions of the technology to solve organisational problem

	Specialised features of technology, software and hardware are utilized to solve organisational problems

	Advanced features and functions are used in a manner that exploits the full capacity of the new technology

	Sources of information are accessed to determine the full range of benefits of new technology

	3.  Apply new functions of upgraded technology

	Specialised features of upgraded technology are used to solve organisational problem

· When upgraded technology comes out it has new specialized features to help solve organizational problems. However, there will generally be resistance to change by the users. Therefore, to get the most out of new technology you should provide users with training and support. This will lead to increased productivity and efficiency and solve some organizational problems they may have. Consultants or experts may also help because they provide suggestions on how to get more out of the system.

Sometimes a computer system is not the only factor in solving business problems or improving productivity. Another technique to maximizing benefits of new technology is business re-engineering. Business re-engineering looks at the whole business

	Upgraded technology is used for enhanced productivity and efficiency

As stated earlier training and support programs lead to increased productivity and efficiency. The reason for this being that when employees are able to use the appropriate technology properly, it will mean less time it takes to do something, which lowers costs and increases profit.  


ICAITS031B - Provide Advice to Clients

	Competencies

	1.  Analyse client support issues

	Logged requests are answered in accordance with organisation guidelines

P 553

Client request log – every client request should be accurately recorded.  Records can be paper based but nowadays people use s/w packages to store the details.  It allows you to store client contact details, store a description of the problem, prioritise tasks, track the progress of each task, print a list of incomplete tasks, search the database of logged requests, analyse data collected.

	Client support issues are investigated and documented in accordance with organisation guidelines

Background info you will need to get from the client are the ID of the client’s workstation, the OS being used, details of the h/w of the workstation.  

Ask questions (see p 561)

	Previous logs are checked for similar problems by same or other client

Because you keep a log of faults/problems it is easy to go back and check if the problem has occurred in the past and determine how you were able to fix it last time.

	2.  Provide advice on software

	Client requirements are confirmed



	Advice is determined and provided or client is referred for further technical assistance

	Advice is provided to client to overcome software problem in line with organisation guidelines

	Manuals and help documentation are provided to client

	Group or one to one instruction is provided, as required

	Upgrade requirements or new software requirements are documented and recommendations are referred to supervisor/management

38.1 Printed Sources

· The help desk needs to build up a technical library of printed resources

· Resources should be catalogued & a good borrow/return procedure as help desk staff, technicians and clients will want to borrow the resources.

· Resources include – internal documentation and procedures produced by the organization.

· Need to be collected, collated & kept up to date as systems are modified.

· Hardware & software suppliers must provide manuals with their products.

· Reference texts are an invaluable source of info (especially for hardware support). Examples: Pc magazines

· Magazines provide info on the latest software & hardware, product comparisons, in-depth articles, problem solving articles, hints & tips. 

· Magazines are published with an accompanying CD, which often contains info from past editions and can be readily searched for articles on specific topics.

38.2 Local On-Line Sources

· Includes help desk software, on-line help & README files.

Help Desk Software

· This software should be a good source of problem solving info – a database will allow you to search for similar kinds of problems & examine how these problems have been solved.

· Companies may call their database of problem-solving info a ‘knowledge base’ & sell the info either on CD or via the internet. Examples: Microsoft’s TechNet CD collection.

· Contain a wide variety of technical info, on-line documentation & troubleshooting info. 

On-Line Help

For problems with software applications the 1st step is to look at the on-line help. In Windows:

· On desktop select Start, Help to display the initial help screen

· In applications you can look under the Help menu or use the F1 key

· In dialog boxes click the question mark button and then click an item in the dialog box.

On-line help files are extensive but navigating within them is not always easy. You need to make sure clients are adequately trained in using the on-line help. For example:

· The Contents tab contains a list of books.

· The Search tab allows you to search for key words in the help files.

· The Index tab contains details on very specific topic.

README files

· Software comes with README files containing installation information, details of undocumented features and known bugs.

· Files usually found in the installation directory, and often the last step of a software installation is to view the contents of the README file.

· Microsoft Word makes the README file accessible under Help, Contents and Index, Contents tab, Getting Help book, Word Readme.

38.3 Internet Sources

Include the World Wide Web, listservers, FTP sites & newsgroups.

The World Wide Web

Once you access the website you can:

· View details about latest software or hardware

· Download utility program

· Download patches to operating systems & applications

· Download device drivers

· Access lists of frequently asked questions

· Communicate with the vendor’s technical support team

Listservers

· A listserver is a computer system, which manages an electronic mailing list.

· You must subscribe

FTP sites

· An FTP (file transfer protocol) site allows you to upload & download files.

· Provides access to software, upgrades & patches & documentation.

Newsgroups

· Usenet pre-dates the by many years. It carries thousands of discussion groups (called newsgroups), each dedicated to a particular topic.

· You can read & post messages.

To access a group, you must subscribe to it. In Netscape:

1. Click on the Read Newsgroups icon.

2. Select File, Subscribe.
38.4 Help Desk Staff and Technical Staff

· People are a vital resource as you may spend hours researching the solution to a problem but one of your colleagues may already know the answer.

· Make an effort to solve the problem, search the fault log for similar problems and then ask someone.

· In the computing world there are many ways to make contacts both within and outside your organization, including:

· Training courses

· Conferences and trade shows

· User group meetings and industry organization meetings

38.5 Solving Training-Related Problems

· Ideally your organization hires well-trained staff and has an ongoing plan to train existing staff. There will be cases where the problem reported to the help desk is a result of staff inexperience or a lack of appropriate training. In such cases you can:

· Try to solve the problem over the phone by explaining the steps to the client.

· Provide the client with training materials for the package they are using. (manuals, printed tutorials, on-line tutorials on disk or direct the client to internet based training resources.

· Recommend a computer-based training (CBT) package.

· Direct some clients to local user groups.

38.6 Workaround

· A workaround is a temporary solution to a problem. It enables the client to continue working until a more permanent solution is found.

38.7 Documenting Solutions

· While fault finding and problem solving is a methodical process, it does involve experimentation. It is important to document what you have tried so that anyone working on a similar problem can benefit.

· If parts need to be removed for repair, make sure to record these details:

· Make, model and serial number of the part

· Date sent for repair

· Who is doing the repair

· Cost estimate or quote

· Estimated completion time



	3.  Provide advice on hardware

	Client requirements are obtained from documentation

PG96-97

~Requirements are deduced through data-gathering techniques, including:

· Interviews

· Questionnaires

· Research ( research means obtaining information from  various sources. Your research may include – examining past reports on the information system, source documents, user manuals, or a combination of these and other activities. Research may also involve obtaining information from external sources. Organisations are often willing to share information about a particular system.  Information is available in information technology and trade journals, and at seminars and presentations.  User groups share information – for example, the users of IBM systems may form a group to provide a forum for exchange of information and ideas.)  

· Observations ( Observations may be an informal activity carried out over a period of time – by being involved with an organization, systems analysts learn how a system works and can see for themselves what is happening.  Or  observation may be a formal, planned activity.

The following should be determined before observation begins:

~WHY - what information is being sought?

~WHO - which people are to observed?

~WHEN – at what times will the observation occur?

~WHERE – at what location will the observation take place?

~HOW – what method will be used to obtain the information eg. check list, notes.)

~ One or a combination of these techniques could be used.



	Advice is provided to client to overcome hardware problem in line with organisation guidelines

PG580

Make an effort to solve the problem, search the fault log for similar problems and then, if that fails, ask someone.  In the computing world there are many ways to make contacts, both within and outside your organization, including:

· Training

·  Conferences and trade shows

User group meetings and industry organization meetings. eg. Australian Computer Society (ASC), the Australian Information Industry Association (AIIA), and the Help Desk Institute of Australia (HDI).

	Manuals and help documentation are provided to client

PG572 

Your help desk software should be a good source of problem-solving information and examine how these problems have been solved.

Some companies call their database of problem-solving information a ‘knowledge base’ and sell the information either on CD or via the internet. 

For problems with software applications the first step is to look at the (usually extensive) on-line help.

Online-help files are extensive but navigating within them is not always easy. You need to make sure clients are adequately trained in using the on-line help.  

	Group or one to one instruction is provided, as required

PG112-113

One-on-One training is a form of training, which is personal tuition.  It is usually involves the training and the student sitting together at a computer terminal and working through the material.  The instructor explains and demonstrates the functions of the software.  The instructor can provide guidance and feedback.

The advantages of one-on-one instruction are: the student will have sole attention of the instructor, so every action can be immediate.  Instruction can be given at a pace to suit the student.  If the student is learning quickly, new material can be learnt at a faster rate.  If the student is experiencing difficulties, the instructor is able to provide special attention.

The disadvantage is the cost and the interaction with other students is missed.   

Group Training is instruction given to a number of people at one time. The number should not be too large, as individual attention is often required, if it is too large the quality of instruction decreases and the skills are not learnt.  The advantages of this form of training

overcome the disadvantages of one-on-one training.  It is more cost-effective method of training, provided the size of the group is not too large, and also the interaction between students.  Questions and discussions between students and the instructor may generate new ideas and insight.  It is for this reason that many people prefer group instruction to one to one instruction.    

	Further requirements are documented, such as new equipment requirements, and refer recommendations to supervisor/management

Obtaining information over the phone.  It is important to collect as much relevant information as you can.

Visiting the site if it is not possible to sole the problem remotely, to properly analyse the problem or to find a solution

	4.  Provide advice on network

	Client requirements are obtained from documentation

Background: Information about the business activities of the organization is a good starting point.

Problems and issues: The terms ‘problem’ and ‘issue’ are used often used often interchangeably, but there is a distinction.

Objectives: An Objective is described in business terms- for example, reduce yhe payment time of of accounts payable from 21days to 14 days”, rather than in technical terms such as ‘introduce the latest and most powerful microcomputer’.

Scope:Scope: The scope covers the business areas to be included in the new system. Defining requirements ensures that everybody has the same understanding of what is to be included in the project.    

Constraints: Constraints are the factors that restrict or influence the project. If you are buying a new car, you allow yourself a certain amount of money and you purchase within that monetary constraint.

Business activities: The activities of a business are the function (or tasks, actions or process) that the information system is required to perform. The functions should be described in terms of the input data, processing data and output.

Security: Access to the system may need to be controlled if the information is sensitive and should only be seen by certain users.

Audit: If the system can be audited, the audit requirements should be stated. For example, the ability to trace addition, alterations and deletions to records may be required

	Advice and support is provided to client to overcome network problem in line with organisation guidelines

	Manuals and help documentation are provided to client 

	Group or one to one instruction is provided, as required

	Further requirements are documented and recommendations are referred to supervisor/management

	5.  Obtain client feedback

	Client evaluation and feedback are obtained to ensure client requirements are met

	Function is performed by client unassisted according to instruction


ICAITS020B - Install & optimize System Software

	Competencies

	1.  Determine operating systems requirements

	Operating system requirements are determined and documented

Requirements are determines through data-gathering techniques – interviews, questionnaires, research, observation

	Requirements of client are evaluated in line with organisation guidelines, licensing arrangements and budget

Requirements are analysed – can be done by using the structured system analysis method.  This examines a system in detail.  Requirements are worked out using the cognitive function of the brain.  Two common modeling techniques to help in the analysis stage are by using data flow diagrams and system flow charts.  The advantage of using these techniques is that documentation is produced.  

The info system is broken down into a number of systems for easy analysis with eacdh systems clearly defined.

	2.  Obtain operating system

	Vendors are contacted and technical specifications are obtained

Once the vendors have been contacted it is possible to obtain technical specifications from the vendor and obtain whether or not your operating system meets the requirements.

	Recommendations are documented and provided to appropriate personnel

You have to go through all the available operating systems and document the specifications of each and the advantages and disadvantages of each. 

The findings should be presented to the network administrator and you should talk the advantages and disadvantages of possible operating systems considering the price and the need with the network administrator.

	Licensing, hardware and security requirements are determined and followed

Most Licensing, hardware and security requirements are determined and followed but there are some instances where the security requirements are not followed and the security is breached.

	3.  Install and optimise operating system

	Operating system is installed, configured and tested in accordance with installation procedures and organisational requirements

To install Windows 98 need minimum requirements (see P 473)

486DX, 16 MG of Ram, 300 MB free hard disk space, 2xspeed CD-OM and a 14 inch VGA monitor

Before you start you need a licensed copy of the s/w and a blank floppy disk for making a start-up disk.  

Disable any anti virus programs or screen savers.  If the BIOS has built in virus protection  disable it.   You disable anti-virus programs to allow Windows setup to write the necessary info to the hard disk’s master boot record. 

Follow instructions on Handout about how to upgrade.

Accept license agreement

Enter Product Key code

Select directory for installation

Select option _ Typical, Portable, Compact or Custom

User Info – You can enter your name and a short description

Windows components – can choose the options installed with Windows 98.  

Establishing location – Select your country

Start-up disk – for troubleshooting. (create a start-up disk by putting a blank floppy disk into A drive and follow on-screen prompts.

	System to meet organisational requirements is optimized

Once installed you get a First log on and Welcome Screen

Windows checks various device drivers .  From the Welcome screen you can set up your time zone properties  Windows desktop places icons on the desktop and is ready to be used.

Can customize the desktop to suit your own tastes.

	System is documented according to organisational requirements

	Installation is conducted with minimal disruption to clients

Done at the most suitable time to avoid major disruption

	4.  Provide instruction to meet new software requirements

	One to one instruction to the client is provided as required

Train user on the new operating system as required

	Client evaluation and feedback are obtained to ensure requirements of client are met

Feedback can be obtained from the participant of the training.  Feedback may include points on

· Content that was missing

· Content that was superfluous

· The way the material was delivered

· Clarity of instructions

· Resources provided

Evaluation should also cover whether the user can use the application s/w effectively.  Can be done by observation of the user, or by asking the user to perform some tasks.


ICAITU018B – Create Macros & Templates for Clients

	Competencies

	1.  Determine macro or template requirement

	Client requirements are determined in line with organisational guidelines

Get requirements by interviewing clients, questionnaires, research and observation

	Macro/template specifications are developed and client’s needs are confirmed

In Word

A template is a special file containing details of the layout of a page, the definitions of special programs called macros, and customized menu items and toolbars.

Word comes with standard templates called Normal.dot which is usually stored in the Program files\Microsoft Office\Templates directory.

Changing an existing template – open up template, make changes and give it a new name.

Creating a new template – File\New (Blank Document)\Click the Template radio button then OK.  Enter the info you need and Save it.

Templates can be stored anywhere but they should be stored in the Templates directory. 

Macro 

A Macro is a set of commands to perform a single task or a series of tasks.  Macros can automatically carry out sequences of actions much more quickly than you would be abel to by manually entering the commands.  

Can create a macroby using the Macro recorder available under the Tools menu or by writing macro code using Visual Basic

Macros are saved in the current template file and are available when working with any file based on that template.  

Any macro save in the Normal template (Normal.dot) are global macros – that is they can be accessed by all documents.  

	2.  Develop macro or template for client

	Macro/template specifications are developed using standard package in line with organisation guidelines

	Client feedback is obtained

	Amendments are made as required for client

	3.  Provide client support for the macro or template

	Support/instruction requirements are determined and documented

	Client is instructed in use of macro/template

	Client documentation to help desk is provided for future support


 – Provide Network System Administration (General Only)

	Competencies

	1.  Provide client access and security

	Log-ons, passwords and applications file access are provided, and documented in line with organizational security requirements

(chapter 7)

There are other ways of implementing security on a network other than passworded user accounts. One is to restrict user access to particular workstations and/or restrict the time of day that the user can gain access to the network.

If the organization has a computer network, then chances are employees will also have to fill in an application form for the network access. This form will record information such as the employee’s name, their position and department, and what sort of network access they need.

Once a new employee has completed the form, it is sent to the IT department or the network administrator so that the details on the form can be recorded and the employee can receive network access.

The level of detail recorded on the form depends on two factors: the level of security required by the organization and the type of network the organization is using.  When considering network security, you need to consider:

	Records of client accounts are evaluated

(chapter 7)

In some organizations, individual departments are charged for the use of certain features of the network. For example, as there is generally a charge for Internet usage an organization may pass this charge on to the department. In order to do this the organization needs to monitor the internet usage in some way.

The first step in the monitoring process is for an organization to decide what they want to charge for. This will then be a guide for the type of account monitoring that will need to be performed. (Account monitoring is also sometimes referred to as auditing.)

The evaluation of user account records will vary from system to system depending on:

· What elements of user activity are recorded

· Which of those elements are available for review by the administrator. 

	2. Input into and disseminate disaster recovery plan

	Input is provided into disaster recovery plan

A disaster recovery plan is essential for all organisations.  It requires considerations of the risks not only to the organisation but also of damage to any of its IT infrastructure, such as networks, file servers, and desktop systems.

The first step is to determine what actually constitutes a disaster.  Disaster come is a variety of types and sizes.  

Why maintain a plan – so that the business can keep functioning without major disruption.

Developing a plan – 

· Develop a components list (write down the components of your system Desktop PC, Network connections, File server you connect to, network infrastructure (hubs, switches, and cables).  Vulnerabilities include theft, malicious damage, unauthorised access (phone tapping, hacking, password intrusion), and environmental problems (flood, fire, electrical)

· Consider threats (Computer stolen, someone may access your computer, a power surge, labourers may accidentally damage your cabling)

· Consider recovery times and cost – how long or how much money would it take to recover.

· Develop a risk assessment table

Risk

Possible Damage

Severity

Recovery Time

Possibility

Fire

Smoke damage, hardware burnout

Mild to very high

7 days

Low

Flood

Water damage

Moderate

4 Days

Very low

Power surge

Components short out

High

2 Days`

High 

· Consider the safety of your data – h/w & s/w can easily be replaced.  Data can not.  Consider where to store backup mediums etc.

· Recovering from disasters – DRP should suggest ways to minimize the risk of disasters and it should contain info on how to complete the recovery process.  Consider each component and threat and ask the following questions:-

· How long could the org’n function in case of a disaster

· If the disaster was of such magnitude that the org’n ceases to operate, how long could such a state exist before the business was in serious trouble

· What resources do you need to have your business back in operation within 7 days

· If money is coming from an Insurance company do they provide the response time you need.

· If your insurance policy does not cover all the risks, what other agreements must you consider to ensure that you can achieve your planned outcome

· What kind of infrastructure, buildings and communications equipment will you

· 

	Disaster recovery plan is provided to clients as required

· Providing Disaster Recovery Plans for clients

· Organise Meetings

· Meeting 1 – identify core system, what risks exist, suggest that employees talk to staff to identify any other risks

· Meeting 2 – Go over extra risks identified, do some What If scenarios

· Meeting 3 – go over maintenance agreements, select support provided

· Meeting 4 – Provide outline of plan with all elements of costs and time lines

· Test Run – Do some test runs with possible scenarios.



	3. Monitor network performance

	Diagnostic tests are performed  See notes below



	Diagnostic information is analysed and acted on See notes below

	Software usage is monitored  See notes below

	Illegal software is deleted from the network  See notes below

	Hardware response time is monitored  See notes below

	Methods for improving efficiency are determined and acted on according to organisation guidelines  See notes below

	This is an important role of Network Administrator.  Can detect which components of the network are performing poorly and can take preventative action to ensure the problem doesn’t get any worse.  Can also detect that users are using the network appropriately.

9.1 Monitoring tools

a. Testing general network performance – NT has Network Monitor Agent.  Install from Windows NT Server Installation CD.  You can get to it from Start/Programs/Administrative Tools (Common)/Network Monitor.  Info on the following can be got:- 

· Bytes sent and bytes received

· Packets sent and packets received

· Source address (the Ethernet address of the Source computer)

· Destination address (the Ethernet address of the receiving computer)

· Frames sent and frames received

· Network utilization percentage

The most important is the number of bytes received.  This gives an indication of how much traffic there is on the network. 

b. Monitoring Network activity with NT  (Install Network Monitor on the server by having administrator access and then:-

· Open network control panel (Start/Settings/Control Panel)

· In services dialog box click Add

· In the list of network services select Network Monitor tools and Agent

· Click OK

· Load the Windows NT Server Installation disk and ensure that the i386 folder is specified as the file location on the CD before continuing.

· Click the close button and restart when asked

Another tool is Performance Monitor.  Follow steps to monitor network usage percentage rates:-

· Start/Programs/Administrative Tools (Common)/Performance Monitor

· Edit/ Add to Chart

· Select the workstation or server you want to monitor by clicking the ellipsis button (…)to the right of the computer box.

· Click on the down arrow to the right of the Object box and select Network Segment

· IN the Counter box select % Network utilization and click Add

· Click on Total bytes received/second and click Add

· View the screen also view when heavy traffic is running.

9.2 Analysing diagnostic information

Need to monitor network for at least one hour or more.  You can look for a device generating most traffic which could be causing a problem.  This can be done by sorting the info in the station statistics window.

· Start/Programs/Administrative Tools (Common) /Network Monitor

· Leave to run for ½ hour

· Right click the bytes sent column and click sort column.  The device generating the most bytes should be at the top.  You will usually find that the server will be at the top of the list.  If you see a workstation or print server at the top you will need to investigate

· In an Ethernet network there are mainly 3 areas for concern 

· CRC errors (This is caused by the CRC check field not matching the data that is contained in the packet.  A collision in the contention  network, a malfunction in the network card or noise on the cable could cause this)

· Alignment errors  (caused when the timing signal of the Ethernet packet is not properly synchronized with the transmission)

· runt packets (these are shorter than the standard packet length and are always caused by packet collisions.  Normal operation and even partially faulty Ethernet cards will most probably not cause these runt packets.  Could be faulty cabling or excessive traffic.

9.3 Monitoring software usage

Can get software to monitor the use of software.

Windows NT incorporates a basic utility to do this.

· Create a folder on the server’s hard drive, give it a name and install some commercial software into the folder

· Right click the new folder and select Sharing

· Select Shared As option and give the folder a Share Name

· In the User Limit box set the Allow value to match the number of licences.

· Have someone access the server from other workstations in an attempt to exceed the maximum user limit.

Another way is to use the access controls available within the network operating system itself.

· Start/Programs/Administrative Tools (Common) User Manager

· Access the User Menu and create a New Local Group called designers

· Add three users to the newly created group

· Create a folder in an appropriate place on the file server and call it Publisher

· Install a small software package that doesn’t require a lot of setup.

· Share the Publisher folder setting permissions so that only the Designers group has access.

· Log on to a workstation and see if users who have permission can access it.

9.4 Deleting Illegal Software

If illegal software is on the network it must be removed.  Preventing users from installing illegal software on a workstation running under NT is easy.  NT doesn’t allow users (except power users or Administrators) to modify the workstation’s registry.

a. Software Audits – This is the process of checking each machine and listing what software is installed.  A form like the one below can be used:

Software Audit form

User Name

Department Name

Locations

Software Details

Application

Version

Registered To

Serial Number

Approved

In Windows you can check what software is installed by looking through all the options in the Start menu or checking the operating system register of installed programs.

· Start/Settings/Control Panel/Add/remove Programs

Is the software license valid?

The most common problems found during an audit are:

· A software license is used on more machines that it is valid for

· Shareware has been installed for longer than its evaluation period

· A pirate copy of a software package has been installed

What to do it you find illegal software

· Contact user responsible and ask them to provide evidence of purchase. If not remove it

· Notify the user in writing of your intention to remove it

· Advise your supervisor of the illegal software and your intended action.

9.5 Monitoring Hardware response times

Utilities like Nortons Utilities are set up to monitor performance.   In NT you can use the Network Monitor 

If you are running a Network using TCP/IP protocol then the DOS applet, PINT is useful for monitoring performance.

· Open DOS window

· Key the PING command followed by the domain name or the Internet protocol address of the server.

· As a guide you would expect response times on a LAN to be around 3ms (milliseconds) or less.

Activity 9.4  Page 179

9.6 Improving Network Efficiency

a. Design – This is the most important factor affecting efficiency on a network.  The physical design is important as well as the logical design (how network directories will be structured, which users will have access to what files, levels of security.

b. Standardisation – try to standardise the type of hardware being used.  Most brands communicate with other brands this is not always the case.  Standardize software is also important.

c. Training – all users need to be trained in how to use the network
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