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To:
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DE&T MAIL Bulletin for week ending 25 November 2005

Department of Education and Training
Victoria

For all principals, schools, and school council presidents. 

Circular 371/2005 - Use of Closed Circuit Television Surveillance 
in Schools
Closed circuit television (CCTV) has become recognised within schools both as a useful crime prevention tool to minimise damage to buildings and other criminal activity affecting schools and as an aid to supervising and monitoring outdoor areas.  CCTV surveillance in schools will be generally supported by the community provided that the circumstances warrant its use, adequate consultation has occurred and that the installation has been carefully planned.  
Any new or additional CCTV system installed in a school should comply with both legislative and Department requirements.  Policies and procedures have been established to ensure that any school planning to install CCTV surveillance meets these requirements.  

Schools that have not previously sought approval for CCTV systems, should contact Emergency & Security Management immediately at esm@edumail.vic.gov.au and seek retroactive approval. 

Approval required prior to using CCTV surveillance systems

Any use of CCTV surveillance equipment in schools must be endorsed in writing by the Manager of the Department of Education’s Emergency and Security Management Unit (ESM) prior to its installation or use.  The school will need to demonstrate that:

· there is a reasonable belief that safety and security of staff and students can be enhanced by the installation

· there is a reasonable belief that a serious offence is likely to be committed and other forms of crime prevention activity have been considered and assessed as unsuitable, or have been tried and found to be unsuccessful.

· the benefits of obtaining the information substantially outweigh the intrusion on the privacy of those under surveillance.

· the proposed surveillance has been confirmed as appropriate by ESM and does not contravene Privacy legislation.

The school must also:

· nominate appropriate authorised school personnel to view tape recordings
· demonstrate compliance with privacy requirements when images are to be viewed and display warning signs. 
· establish a process for managing recorded information that ensures the confidentiality and security of any recordings and includes arrangements for providing police with surveillance data to support the investigation of a crime.
· ensure that the school community has been effectively and widely consulted about the nature and intent of the proposal and the location of cameras.

· provide a plan identifying camera and warning sign locations.

Prohibited Uses:

· monitoring the work performance of staff or students 
· usage in toilets, shower and change rooms or staff rooms
· concealed or covert cameras in any location.
Schools should be aware that ESM maintains a register of suitably qualified, experienced and licensed CCTV installers, a copy of which is available from ESM.

Approval forms and further information may be obtained from the Emergency and Security Management Unit by email to esm@edumail.vic.gov.au or by telephoning 03 9589 6266.
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General Manager
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