 




Disaster recovery plan is provided to clients as required





Illegal software is deleted from the system





Virus protection is used in line with organisation recommendations





System integrity and security are maintained





Software usage is monitored





INPUT INTO AND DISSEMINATE DISASTER RECOVERY PLAN





SETTING UP ACCOUNTS


The User Manager for Domains utility from the Administrative Tools menu is used to manage user accounts.











Diagnostic information is analysed and acted on





Diagnostic tests are performed





DATA BACKUP


Incremental Backup 


Differential Backup 


Full Backup 


Selected Directory backup 


Zip drive, backup tape, RAID, others?


Backup software – Backup/Restore, Second Copy, etc.








NETWORK ADMINISTRATION


INVOLVES





SUMMARY OF CONCEPTS COVERED





CONFIGURING THE NETWORK OPERATING SYSTEM


Each machine is given its own identifying name.


The Administrator account is automatically created on installation of Windows NT, and needs to be given a password. This account is used to manage the system environment and create user accounts.











Records of client accounts are evaluated





Methods for improving efficiency are determined and acted on according to organization guidelines





MONITORING SOFTWARE USE


The software being accessed by users should be monitored so that:


The system can be configured to maximise efficiency. 


Illegal software can be identified and removed as soon as possible.


Software licensing agreements can be observed.


To keep an eye on anomalies in usage patterns, which can indicate a virus.








The System Administrator is responsible for:


Users


Hardware


Software


Server Operating Systems


Network Administration.








Input is provided into disaster recovery plan





MONITOR NETWORK PERFORMANCE





Log-ons, passwords and applications file access are provided, and  documented in line with organisational security requirements guidelines





PROVIDE CLIENT ACCESS AND SECURITY





Hardware response time is monitored





MAINTAINING SYSTEM INTEGRITY AND SECURITY


System integrity programs should be run regularly on a system and precautions you can take to ensure that it runs correctly:


SCANDISK, SYSTEM CHECKER


PASSWORDS


SCANNING FOR VIRUSES


DISASTER RECOVERY PLANS














