
Y11 | Information Technology in Action
Unit 1 – Outcome 2
Nature of Task

On completion of this unit the student should be able to recommend a networked information system for a specific use and explain possible security threats to this networked information system.
Scope of Task
Date: TBA
Time: 2 Periods
Key skills 

These skills include the ability to:

· identify types of networks and state reasons for their use

· evaluate the capabilities of different networks and communications technology

· explain the limitations and strengths of networks to support the communication and storage of data and information using mobile devices

· explain ways in which network professionals develop and maintain networks

· select and recommend networks suitable for specific uses

· explain how actions, devices and events can threaten the security of data and information communicated and stored within networks.
Case Study
The Jacaranda household, comprising five members, is tired of their current computer set up at home. They have one computer which is located in their family room, two laptops and one printer. The house is connected to broadband, with the modem being located with the computer. Usually the laptops are used in bedrooms and each time someone wants to use the Internet or print their work they need to come to the family room. Printing is usually done from a flash drive.

This practice is annoying several family members as they are university students wanting ready access to the Internet for study purposes and for posting photos on a shared website.

The current arrangements worked for the family a few years ago, as the parents wanted to be able to supervise Internet usage, but this is no longer the case. The family wants to keep the printer and main computer in the family room, which is located at the back of the house, adjacent to two of the three bedrooms, and they want to be able to network their IT resources.
Questions

1. What advantages and disadvantages exist by incorporating a networked information system within a household?
2. What type of a network would you recommend to the Jacaranda family?
Why have you chosen this type of network? Make reference to the capabilities of this network.
3. What network topology would best suit this scenario? Why?

4. Identify and explain what hardware and software is required to set up this type of network at the Jacaranda home.

· Peer to peer network

· Transmission media

· Servers

· Communication standard – 

· Modems, wireless access points, switches, routers

· Firewalls

5. Ideally, identify at least 2 professional people who would be best at supporting and maintaining the new home network? Explain what is entailed in these 2 job descriptions.
6. Explain the security threats that exist within networked information systems?

7. What security methods should exist to help prevent security threats within this network?

	
	11 IT in Action |  U1:O2 | P1



