IT Applications – Textbook Summary (Potts)
Chapter 1 - Networks
Networks

What is a network?

Advantages of a network

Resource sharing

-
-

-

-

Remote services

Data and information 

Facilitating communications

Types of networks
Network categories
Local area network

Wide area network

Network architecture

Client-server network

Peer-to-peer network

Internet peer-to-peer network

Intranets

Network communication standards

Ethernet

Tcp/ip
802.11 wireless standard

Network hardware and software

Network operating systems

Web client software

Software for setting up websites

Website software

Cross-platform software

Network interface card

Wireless access point

Switches

Routers

Modems

Dial-up modems

Digital modems

Cable modems

Transmission media

Physical transmission

Twisted-pair cable

Coaxial cable

Fibre-optic cable

Wireless transmission

Radio waves

Microwaves

Satellite

Infra-red

Usernames and passwords

Firewall

Malware protection

Encryption

Secure websites

Physical design of networks
Chapter 2 – Online Communities
Websites that support online communities
Types of online communities

Social networks and communities

Personal profile sites

-
-

-

-

Professional or work-based communities

-

-

-

Project- and interest-based communities

-

-

Supporting information exchange

Wikis

Blogs

Forums
Purpose of an online community

Tools used for broadcasting

Tools of information interchange

Tools for knowledge sharing and exchange

What is a collective identity?

Characteristics of online communities
Online communities appealing to gender groups

Online communities appealing to special needs

Online communities appealing to cultural groups

Age-restrictive and age-targeted communities
Constraints on developing a website for a community
Ensuring privacy in an online community
Copyright in online communities
Human rights requirements

Problem-solving methodology
Analysis of the problem

Determining the solution requirments

-

-

-

-

Constraints on the solution

Scope of the solution

Designing a website solution
Identifying how a solution will function

IPO charts
Flowcharts
Layout diagrams
Website map
Navigation design
-

File naming conventions

Identifying how a solution will appear

Choosing conventions and applying formats

Mock-up diagrams

Layout diagrams

Storyboard designs

Formats and conventions
-

-

General tips for effective website solution design

-

-

-

-

Identifying evaluation criteria

Developing a prototype website

Validation

Manipulation to build a solution

Testing your prototype website

-

Testing for appearance

Effective testing table

Chapter 3 – Data Management Tools
Data collection
Data collection forms

Direct data collection

Why supply data via websites?

Purchasing goods and services

Feedback

Online voting

Social networking

Data acquisition software

Php and asp
Back-end tools

Cookies

Protection of rights

Security protocols

Https
Privacy protocols

Shipping and returns policy

Structure and role of relational databases

Data types and formats

Data types

Data formats

Relational databases

Determining a RDBMS structure
Table normalisation

-

-

-

Database design tools
Naming conventions

Entity-relationship diagram (ERD)
Data structure table
Data structure diagram

Query design

Layout diagram

Report design

Macro design

Test data

Validating data

Developing a RDMS
Creating the tables and relationships

Setting up the queries input forms

Creating the macro

Testing the solution

Testing validation
Testing the query

Testing formulas

Sorting

Testing the macro

Chapter 4 – Organisations and Information Needs
What is an information system?

Supermarket information system
Components of an information system

Software

Operation or system software

Application software

Utility software

Programming software

Hardware

Input devices

Output devices

System unit

Storage devices

Communications devices

Data

Personnel
Procedures
Information characteristics in organisations
Information flow

Structure of information

Detail reports

Summary reports

Aggregate reports

Sample reports

Exception reports
Decision-making in organisations

Decision-making by senior management

Decision-making by middle management

Decision-making by operational management

Decision-making by operational workers
Goals of information systems

Improving efficiency

Improving effectiveness

Improve decision-making

Types of information systems

Transaction processing systems

Office automation systems

Management information systems

Decision-support systems

Expert systems

Problem solving

Problem-solving methodology

Identifying information problems

What is an information problem?

Types of information problems

Insufficient procedures

Failure to meet the needs of the users

Problems due to the dependence of old technology

Chapter 6 – Developing a Solution Using Spreadsheet Software

Solving problems with spreadsheet software

Function of a spreadsheet

Analysing the problem
Designing spreadsheet solutions and output

Spreadsheet design tools

IPO Chart

Flowcharts

Formula list

Structure chart

Layout diagrams

Formats and conventions

Numercal information

Financial reports
Charts and graphs
Designing a macro

Validation

Range checking

Existence checking

Data type checking

Restricted data entry

Validation alerts

Planning to test a spreadsheet solution

Functionality testing

Presentation testing

Usability testing

Accessibility testing

Communication of message

Evalutaitng the solution and output

Creating a solution using a spreadsheet

Processing data to create solutions

Show the client how their needs have been met

Testing the solution

User documentation
Evaluating a spreadsheet solution

Feature: User Documentation
Onscreen user documentation

Onscreen user documentation

User guides and instruction manuals

Quick start guides

In-house user documentation

Read me files

Tutorials

Help files

Web support

Tool tips and hint boxes

Onscreen design elements

The appearance of onscreen information

Proportion

Orientation

Clarity and consistency

Color and contrast
Characteristics of onscreen solutions

High quality user interfaces

Usability and accessibility

Font selection
Accessibility

Software accessibility

Appropriateness and relevance

Effective information architecture

Chapter 7 – Information management

Importance of data and information to organisations

From data to information

Characteristics of information

Complete information

Timely information

Accurate information

Unbiased information

Bias through sorting

Bias through graphics

Clarity of the message

Organisational goals and information systems

Legal obligations

Privacy Act 1988

Information Privacy Act 2000

Health Records Act 2001

Copyright Act 1968

How does copyright apply to music, computer games and computer software?
Penalties of infringing copyright

Charter of human rights and responsibilities

Spam Act 2003

Threats to data and information
What is security?

Deliberate threats
Computer viruses
Hacking / Cracking

Tampering with files

Information theft

Vandalism of hardware

Theft of hardware

Accidental threats

User error

Failure to follow file-mangament procedures

Technical failure

Consequences of violating security and privacy measures

Chapter 8 – Security and Ethical Considerations

Security equipment

Security hardware

Biometrics
Swipe cards

Smart cards

Security tokens

Mobile phone secure code

Power protection

Strategies for avoiding system failure
Backup media

Magnetic media
-

-

Optical media

-

-

-

Solid-state drives

-

Online backups
Surveillance technology
Packet sniffers
Desktop monitoring programs

Log files

Closed-circuit television (CCTV)

Telephones

Audit trails

Physical security devices
Security software

Encryption software

Network policies, profiles

Firewalls

Antivirus software
Security procedures

Communication
Storage
File-naming conventions

Location fo fiels

Backups

Backup timeline

Location of backup files

Archiving and destruction

Disposal

Emerging technologies

What is cloud computing?
Implications for businesses
Advantages and disadvantages for using cloud computing
-

-

Ethics and information systems
Workplace responsibilities

Codes of conduct and computer-use policies

Employee monitoring
Ethics and the internet

Resolving legal, ethical and social tensions

Disaster recovery strategies

Preparing a disaster recovery plan

Preparing an emergency plan

Preparing a “backup” plan

Preparing a recovery plan

Test plan

Evaluating information-management strategies

Integrity of data
Security

Ease of retrieval

Currency of files

