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SAC 42  2010
Allocated Time:
2 hours
Outcome: Evaluate the effectiveness of the strategies used by an organisation to manage the storage, communication and disposal of data and information and recommend improvements. 

Nature of Task: a test

Scope of Task: 

· Date: 

· Time: 60 minutes

Key skills 

· outline the relevant legal obligations of the organisation with respect to how it stores, communicates and disposes of information;

· outline any guidelines used by the organisation to resolve ethical dilemmas;

· propose criteria to evaluate the effectiveness of the procedures and equipment used by the organisation;

· describe the nature of threats to the integrity of data and security of information;

· evaluate the consequences of violation of, or failure to follow, security measures for the organisation;

· recommend strategies to prevent future accidental and deliberate actions and equipment malfunctions from threatening the organisation’s data and information. 

SAC weight:  40% of the Unit 4 mark
Case Study

GoodDay Auto Parts Australia is the supplier of car parts for standard cars. The company is a private enterprise with turnover in excess of $3 million per year in Australia. The company sells to a number of wholesalers who then on-sell to retailers. It also sells directly to customers through its own stores. There are a handful of stores in each capital city.  In Australia, the company operates stores in all major capital cities and is highly respected in the industry for the supply of quality products. The information system to support the main office or headquarters uses a Windows 2003 Server, workstations and Laptops running Windows XP to record financial information such as sales, expenses and profit margins.  The company also uses the Information System to record sales, store wholesale and retail customer details, set prices, create price lists for their customers and for budgeting purposes.  

GoodDay Auto Parts uses this information to :

· produce monthly and annual sales and profit reports
· ensure it is competitive in the marketplace compared to other auto parts manufacturers. 

· ensure that the company is meeting the needs of its wholesalers and public, 
· ensure that each store is achieving their budget and contributing to the overall profitability of the company.  

GoodDay Auto Parts Australia is required to keep all copies of this information under the Federal Corporations law for seven years.

Currently only 2 of the 6 personal computers and none of the 6 laptops are networked with the Windows 2003 server. The others operate individually and there is no data transfer unless it is with a temporary storage device such as a memory stick. Only 2 PCs ( not the two linked to the Windows 2003 server )  are on the internet with a shared internet ADSL2+ connection via a switching router. The PCs are used for writing letters, preparing marketing material and for typing up accounts for the stores and clients. The 8 laptops are used for mobile access such as when visiting clients and stores. A few laptops have a USB type (next G or 3G type) individual internet connection. 
GoodDay Auto Parts stock details are stored in a spreadsheet in the head office on the Windows 2003 file server. Orders for new stock items are sent to manufacturers via e-mail as a Microsoft Excel 2007 attachment. This requires copying the stock details onto a memory stick and then transferring it to an internet connected machine to email manufacturers. The Administrative Assistant, Jane, prepares orders by logging into a server connected PC and then after copying the order form, she logs onto her internet connected PC with her own login and password. She then copies the form to a folder on the desktop named “Orders” and then emails it as an attachment to the manufacturer. Jane however has forgotten her password on many occasions so she now keeps it written down on a laminated card on her key ring clearly marked “Password” so she can easily use it.  This system does not require passwords to be changed once created as they never expire.  She also feels that it takes too long to log in and out so she only logs out of the system at the end of every few days. Jane has the facility to log into her computer remotely from home as she sometimes needs to finish off work if there are too many orders to email. This has been facilitated by allowing port forwarding on the switching router at Head Office so she can log into her desktop computer when she is at home. She has been told this is secure due to remote desktop connections using encryption.
Peter, the Regional Sales manager for Good Day Auto Parts, carries one of the firm's laptops when he visits the different clients or stores.  He likes to record the information about clients in word documents, but is annoyed that he needs to enter the same type of information each time such as client or store details, location, contact information, current inventory levels, numbers,types and descriptions of each auto part ordered .  He records sales to the clients which also includes re-entering the clients details and he also needs to print the information so that it can be faxed to the Head Office.  However, sometimes multiple copies of the document are saved under different names and printed as one may contain a mistake.  Discarded printouts are put in the paper recycling bin.  On many occasions the wrong copy is sent, as it is hard to know which is the most up to date copy.  Peter also receives copies of the orders sent to the head office so he knows what has been ordered.  He also keeps staff records and price lists on his laptop.  Peter also is aware of the need to backup the laptop so he has created a directory on his hard drive to store a copy of all the information.
Nguyen is the Network Administrator for GoodDay Auto Parts at head office and has the job of ensuring that the server data is backed up and also to stop attacks such as viruses from entering the system from any source.  He has purchased a tape backup unit and backs up the system ( OS & applications - 200 GB, Data – 50 GB ) twice a month storing the backup tape in a locked cupboard near the server.  Nguyen has got into the habit of using just 2 tapes (A and B)  to alternate for first and second tape per month for this purpose.  To stop viruses, Nguyen uses a copy of Symantec anti- virus software that he got from a friend.  It is 9 months old and seems to do the job.  All staff have keys to all doors in case they are the last person at work and need to lock up.

Q1    Identify two goals of the GoodDay Auto Parts organisation.
(2)

1.


2.


Q2
Identify two objectives of the GoodDay information system.
 (2)

1.


2.


Q3a
Identify two security issues related to Jane’s work procedures.
(2)
1.



2.



Q3b
For each of the security issues raised suggest a more suitable procedure and state how that procedure would improve security.
(2)
1.



2.



Q4
Identify two problems with Nguyen’s backup procedures.
(2)
1.



2.




Q5 Design a suitable backup strategy for the network
(2)
Q6
A suggestion has been made to network the Windows 2003 Server, the 6 PCs and 8 laptops. Draw a network diagram including suitable connection devices, media and security details. What are the benefits of networking these and what are the threats? How can the threats be overcome ?
(3)

Q7
A further suggestion has been made to network all the stores to head office. Assuming each store had a reasonably fast internet connection, how could networking them be achieved and how would you address security concerns?
(2)

Q8
Design a suitable document management system for Peter’s laptop, including the folder structure and file naming convention you would recommend .Draw a section of the folder setup demonstrating this design layout.
(2)

Q9
Suggest a solution to the problem of Peter having to re-enter the clients details a number of times.
(1)

Q10
Describe a problem with the physical security of head office.
(1)

Q11
Suggest a more suitable method of physical security for head office.
(1)

Q12
Describe one method of ensuring data integrity that has not been discussed up to now.
(1)

Q13a
The profitability of GoodDay Auto Parts is dependent on the opposition companies not knowing the wholesale price of their products.  Identify two ways an opposition company might be able to obtain this information that has not been covered so far.  
(2)

1.


2.


Q13b
Describe how these concerns could be addressed.
(2)

1.


2.


Q14a
GoodDay Auto Parts has a lot of information relating to its customers.  You have been asked to advise the company with regard to the privacy laws.  What privacy law would GoodDay Auto Parts come under?
(1)

Q14b
What advice would you give the company ( justify your answers ) to ensure they respect the privacy of their customers and abide by the law when they-

A) collect information from their customers
(1)

B) store information about their customers
(1)

C) access and disclose information
(2)

Q15
Jane has been told her remote access connection is encrypted. Explain encryption.
Will this solve all security issues for Jane’s computer? (1)

Q16
Gary , the GoodDay Altona store manager has contacted head office as he has had a request from a friend who is a salesman at the local car yard to get a copy of the names of customers from local GoodDay store in order to send brochures and information about cars on sale at the car yard. Gary thinks this would be mutually beneficial. Should Gary provide this information to his friend ? Is there any law against doing so ? Explain
(2)

Q17
Outline a suitable disaster recovery plan for GoodDay Auto Parts.
(2)

Q18
How could you test the disaster recovery plan?
(1)

Q19 
How can the effectiveness of security measures of both data and information be evaluated to ensure both are safe and recoverable.
(2)
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