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Name:__________________________

Outcome: Evaluate the effectiveness of the strategies used by an organisation to manage the storage, communication and disposal of data and information and recommend improvements.

Key Skills
· outline the relevant legal obligations of the organisation with respect to how it stores, communicates and disposes of information;
· outline any guidelines used by the organisation to resolve ethical dilemmas;
· propose criteria to evaluate the effectiveness of the procedures and equipment used by the organisation;
· describe the nature of threats to the integrity of data and security of information;
· evaluate the consequences of violation of, or failure to follow, security measures for the organisation;
· recommend strategies to prevent future accidental and deliberate actions and equipment malfunctions from threatening the organisation’s data and information.
Havenshire Football Club

Havenshire Football Club has recently had an electronic spreadsheet solution implemented which records the results of the season’s 15 games and payments of players throughout the year. The solution has proven to be very effective and aids the football club in

· Producing game by game and yearly reports of results and player payments
· Producing financial information regarding profits and losses
· Ensuring that the soccer club remains viable and contributing to the overall profitability of the club
· Providing sponsors and fans with budget information
Due to their success, Havenshire Football Club has been able to employ two administrative assistants who take care of all administration duties such as recording results, calculating payments, producing reports for management and sponsors, correspondence and other. Currently, the office houses two networked desktop computers that have Office 2007, Mozilla Firefox, an email client and other software. Each assistant logs into their computer using a username and password. The younger assistant, Emily, often confuses her password with others that she has for online banking, mobile phones, etc, and so she keeps it written down on paper in the top drawer of her desk. So far this has been OK. Additionally, Emily feels that it takes too long to log in and out every day when she arrives at work, so she only logs out of the system at the end of each week.

Christopher, one of the managers, carries one of the club’s laptops when he visits schools looking for potential players and when he attends meetings related to the club.  He likes to record the information about potential players and sponsors in word documents, but is annoyed that he needs to enter the same information each time for each promising recruit. He also needs to print the information so that it can be shared with other stakeholders - including the two owners of the club. However, he doesn’t name files in a consistent way nor does he save them in the same place each time, so sometimes player information and sponsor information is mixed up and can’t be found quickly which causes frustration for all concerned.

After executive meetings, discarded printouts are put in the paper recycling bin. Furthermore, sometimes the wrong information is sent to potential players and sponsors because of Colin’s ineffectual file storage. Christopher is also aware of the need to backup the laptop so he has created a directory on his hard drive to store a copy of all the information.

Matthew is the part-time Network Administrator for the football club and he has the job of ensuring that the networked desktop computers and club laptops (there are two) are backed up and are protected from viruses and malware. So, after the implementation of the spreadsheet solution earlier in the year, he purchased a tape backup unit which he uses to back up all data twice a month. He stores the backup tape in a locked cupboard next to the file server that resides in the main office with the two administrative assistants. To save money Matthew has been using the same tape for backing up and to stop Viruses, he uses a copy of Symantec antivirus software that he got from a friend. It is six months old. All staff and executive personnel have keys to all doors in case they are the last person at the club and need to lock up.

1. Identify two goals of the Havenshire Football Club’s information system? (2 marks)

Goal 1

______________________________________________________________________________________

______________________________________________________________________________________


Goal 2

______________________________________________________________________________________

______________________________________________________________________________________

2. Identify two security issues that are raised with Emily. (2 marks)

Issue 1

______________________________________________________________________________________

______________________________________________________________________________________


Issue 2

______________________________________________________________________________________

______________________________________________________________________________________ 

3. For each of the security issues listed above, suggest a more suitable procedure and state how that procedure would improve security. (4 marks)

Procedure and rationale for Issue 1

______________________________________________________________________________________

______________________________________________________________________________________

______________________________________________________________________________________


Procedure and rationale for Issue 2

______________________________________________________________________________________

______________________________________________________________________________________

______________________________________________________________________________________

4. Identify two problems that you can identify with Matthew’s backup procedures. (2 marks)

Problem 1

______________________________________________________________________________________

______________________________________________________________________________________

______________________________________________________________________________________


Problem 2

______________________________________________________________________________________

______________________________________________________________________________________

______________________________________________________________________________________

5. Outline a suitable backup regime for the network. (3 marks)
______________________________________________________________________________________

______________________________________________________________________________________

______________________________________________________________________________________

______________________________________________________________________________________

______________________________________________________________________________________

______________________________________________________________________________________

6. Design (draw) a suitable document management system for Christopher’s laptop. Include the folder structure and file naming convention you would use. (3 marks)
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7. Describe a problem with the physical security. (2 marks)
______________________________________________________________________________________

______________________________________________________________________________________

______________________________________________________________________________________

8. Describe in detail, a more suitable method of physical security for the club’s information. (2 marks)
______________________________________________________________________________________

______________________________________________________________________________________

______________________________________________________________________________________

9. Describe one other method of ensuring data ensuring data integrity that has not been discussed above. (2 marks)
______________________________________________________________________________________

______________________________________________________________________________________

______________________________________________________________________________________

10. Havenshire Football Club has a lot of personal information relating to it’s staff, executive, current and potential players. What privacy law would Havenshire Football Club need to abide by? (1 mark)
______________________________________________________________________________________

11. What advice would you give the company to ensure they respect the privacy of their players and sponsors and abide by the law when they - 

a) collect information from their staff, executive, current and potential players (2 marks)

______________________________________________________________________________________

______________________________________________________________________________________

______________________________________________________________________________________


b) store information about their staff, executive, current and potential players (2 marks)

______________________________________________________________________________________

______________________________________________________________________________________

______________________________________________________________________________________


c) access and disclose information about staff, executive, current and potential players (2 marks)

______________________________________________________________________________________

______________________________________________________________________________________

______________________________________________________________________________________

12. Given that Havenshire Football Club needs to maintain it’s records for seven years, suggest a suitable method for archiving their files and justify your answer. (3 marks)
______________________________________________________________________________________

______________________________________________________________________________________

______________________________________________________________________________________

______________________________________________________________________________________

______________________________________________________________________________________

13. Outline a suitable disaster recovery plan for Havenshire Football Club. (3 marks)
______________________________________________________________________________________

______________________________________________________________________________________

______________________________________________________________________________________

______________________________________________________________________________________

14. How could the disaster recovery plan be tested? (2 marks)
______________________________________________________________________________________

______________________________________________________________________________________

______________________________________________________________________________________

______________________________________________________________________________________

15. How can they evaluate the effectiveness of security measures of both data and information and ensure both are safe and recoverable? (3 marks)
______________________________________________________________________________________

______________________________________________________________________________________

______________________________________________________________________________________

______________________________________________________________________________________

______________________________________________________________________________________
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