Acceptable Use Policy for Internet and Mobile Devices  for Years 5-12
With increased student ownership of mobile devices, school administrators, teachers, students, and parents/guardians need to take steps to ensure that potential issues can be clearly identified and addressed, ensuring the benefits that mobile devices and the internet provide can continue to be enjoyed by students.

In order for students to carry a mobile device during school hours, use the school intranet and internet, students and their parents/guardians must read, complete and return a signed copy of this Acceptable Use Policy. 

This Acceptable Use Policy also applies to students during school excursions, camps and extra-curricula activities.

Mobile Devices : Laptops, Phones, iPods, USBs
These devices may take photos, record sound or video, connect to the internet, send messages, store files and make phone calls. With updates to mobile phone functionality, further negotiation may be needed. 

When I use my mobile phone, iPod or other mobile device at Apollo Bay P-12 College, I have responsibilities and rules to follow. I realise that if I use the mobile device inappropriately I may be banned from using the device for a period of time. 

I will bring my mobile device to lessons only when directed by my teacher and I will use it in compliance with teacher instructions. I will be responsible in my use and not use the device to find, create or transmit information that might be harmful, inappropriate or hurtful to me or anyone else.

To this end, when using my mobile device as a phone I will: 

· Keep my phone on silent during class times and only make or answer calls and messages outside of school hours – except for specified learning purposes directed by a teacher. 
· Protect the privacy of others and never post private information about another person using SMS messages.

When using my mobile device as a camera I will:

· Only take photos and record sound or video as instructed by my teacher.
· Seek permission from individuals involved PRIOR to taking photos, recording sound or videoing them (including teachers)

· Seek written permission from individuals involved PRIOR to publishing or sending photos, recorded sound or video to anyone else or to any online space.

Laptops Supplied by College   

Students involved in 1:1 laptop program will be provided with pre imaged laptops. An additional user agreement will be provided to these students.

As students in these year levels have access to leased machines they will not be able to directly access the school intranet or internet on privately purchased laptops.     

Privately Purchased Laptops

Privately owned laptops will not be connected to the school network unless there is special authority to do so from my sub school coordinator. This is to ensure the quality of service to all students.

Special authority may be given if:

· Appropriate virus protection software is loaded on machine prior to use. Virus protection software must be checked by school technician prior to use.

· The device is only used for document transfer. This means that no programs can be uploaded or downloaded from the device while at school.  
Other Conditions
I also agree to allow teachers/technicians from my school to periodically inspect my mobile device and monitor it for appropriate usage. 

I agree to follow these rules. I understand that if I break any of these rules and do not act responsibly, my mobile device may be confiscated by the school. Mobile devices used inappropriately at school will be confiscated and held until 5.00pm.
I also acknowledge that it is a criminal offence to use a mobile device to menace, harass or offend another person and if I commit any such actions the school Principal may involve the police.

Internet and Intranet Use

When using the internet and Intranet at school I agree I will: 

· behave according to the College’s Code of Conduct

· protect my privacy rights and those of other students by not giving out personal details including full names, telephone numbers, addresses and images

· Use an ‘online name’ and avatar when sharing my work online.

· use appropriate language when talking to and working with others online and never participate in hate mail or acts of harassment

· use the internet at school for educational purposes and use the equipment properly

· use social networking sites for educational purposes and only as directed by teachers 

· not deliberately enter or remain in any site that has obscene language or offensive content (e.g. racist material or violent images) 
· abide by copyright procedures when using content on websites (ask permission to use images, text, audio and video and cite references where necessary)

· think about how I use content posted on the internet and not simply copy and paste information from websites

· not interfere with network security, the data of another user or attempt to log into the network with a user name or password of another student 

· not reveal my password to anyone except the system administrator or classroom teachers

· not bring or download unauthorised programs, including games, to the school or run them on school computers 

· talk to my teacher or another adult if: I need help online, I feel that the welfare of other students at the school is being threatened, I come across sites which are not suitable for our school, someone writes something I don’t like, or makes me and my friends feel uncomfortable or asks me to provide information that I know is private. 

· Seek teacher permission before uploading any content to websites. 

I acknowledge and agree to follow these rules. I understand that if I break any of these rules and do not act responsibly my intranet/internet access may be withdrawn for up to six weeks.

Parent Permission

I have read the  Acceptable Use Policy. I understand and agree with the conditions. 
If there is a situation which concerns me, I will contact either the school or NetAlert Australia's Internet safety advisory body on 1800 880 176. 

Parent/Guardian Signature :
………………………………

Student Signature………………………………….

Student Name (print)……………………………..

Date ……………….

Privately Owned Laptops
Permission given by Subschool Coordinator : Coordinator Signature……………………………

Laptop checked by technician : Technician Signature ………………………………………[image: image1][image: image2][image: image3]
