 ATTENTION PRINCIPAL; ICT CO-ORDINATOR; TSP’S 
Privacy Impact Assessment 
A number of schools have recently purchased and installed software to allow schools to record student and parent details, conduct electronic roll marking, set and collect assignments, and depending on the type of software, a range of other activities. 

The use of such software may pose a range of privacy risks that need to be identified and addressed by schools prior to using such software. Privacy Impact Assessments may assist schools in identifying and managing privacy risks prior to implementing such software. 

To assist in ensuring that schools implementing the software do so in a privacy compliant manner that will reduce risk of personal information breaches and complaints, please read the attached relevant documentation. 

PIA Instruction Sheet.pdf
DEECD PIA template.doc
Alternatively, Bryan Sketchley, the Privacy Officer is available to provide advice and assistance.  He can be contacted by email at sketchley.bryan.a@edumail.vic.gov.au or by phone on (03)9637 3601.  

PETER GREENWELL 
Regional Director of Education 

Southern Metropolitan Region 
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 Privacy Impact Assessments 
Everything you need to begin your Privacy Impact Assessment (PIA) is contained in this     instruction sheet. Before beginning, you must understand the definition of personal information. 

Personal information is recorded information or opinion, whether true or not, about an identifiable individual. Personal information is any information linked to an individual, including name, address, sex, age, financial details, marital status, education, criminal record or employment history. Personal information includes information forming part of a database and work related information. 

The PIA process involves completing three documents in the following order: a checklist, a questionnaire and a report. By starting with the checklist a preliminary assessment can be made to determine if a PIA is required. 

1. What is the purpose of the checklist? 
The checklist helps you to: 

[image: image10.wmf]
The department is required to comply with the privacy principles of both the Information Privacy Act 2000 and the Health Records Act 2001. 
2. Who should complete the checklist? 
Project managers, policy developers or anyone responsible for significant procedural changes that will impact on the collecting and handling of personal and health information should  complete the checklist. 

Consideration should be given to: 

· Discussing the project with relevant parties, including stakeholders · Consulting project documentation in regard to the checklist · Contacting your regional or divisional Privacy Contact officers to assist. 

3. How to complete the checklist? 
The checklist has a series if 20 questions which require a Yes, No or Maybe response. If you answer Yes or Maybe to any of the questions you will need to consult directly with your regional or divisional Privacy Contact officer. Depending on the outcome of your discussions you may need to move forward and complete a more detailed PIA. 

4. What’s the purpose of the PIA and report? 
The IA is a systematic process for evaluating your activity or project and its possible impacts on collected personal and health information and privacy. 

The report should be based on your answers to the PIA and be written in plain English. The report can inform stakeholders that privacy issues have been considered and recommendations for addressing them documented. A number of the Information Privacy Principles require that an organisation take reasonable steps to meet a certain standard. The PIA process (and its public release if appropriate) may assist in demonstrating compliance in the context of a subsequent complaint, privacy audit or compliance investigation. 
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5. Who should complete the PIA? 
If you’ve completed the privacy checklist and correctly answered Yes or Maybe the PIA should be completed. The nature and size of the proposal, project or system may determine whether an internal individual or team conducts the PIA, with or without external specialist advice. 

Where staff rather than a specialist external consultant undertake the PIA, you may wish to consider incorporating external opinion on the result before finalising the PIA. External consultants with particular skills may also be brought in to assist only with certain aspects. In either case it will still be important for the organisation to have overall responsibility for the PIA. 

6. How do I complete the PIA? 
The completion of the PIA is a shared responsibility among members of your project. The questionnaire is a cooperative endeavor, requiring input from all levels of the project, including managers and technical specialists. 

The PIA can be completed on paper or electronically. If used as a paper form, comments are best provided on a separate enclosure. If used in electronic form the comments field will expand for each question to hold as much text as necessary. 

To answer the questions it is recommended that you refer to the relevant project documenta​tion, and consult stake holders as required. It is recommended that that you distribute copies of the PIA to technical, program or divisional staff to complete as required. 

7. How is the PIA structured? 
The Office of the Victorian Privacy Commissioner developed the series of questions that make up the PIA. The questions probe proposed activities through out the life cycle of information for compliance with each of the ten privacy principles. The questions are by their nature    generic> Not every question may be relevant to your project. Your project may need a more detailed or specifically focused privacy impact assessment. The questions are designed to initiate your thinking about common issues that arise and impact on privacy. 

Most questions in the PIA can be answered Yes or No however clarification or comments maybe required. For a summary of the Information and Health Privacy Principles go to www.privacy.vic.gov.au.  

8. What happens after I complete the PIA? 
Once the PIA is completed the goal is to generate a PIA report. The report will help the department to understand its privacy weaknesses so that they can be accepted or corrected. Instructions about how to write the report are embedded in the template. 

Once the PIA is complete, some privacy risks of the project are likely to continue and consideration needs to be given to how these will be managed. In particular you will need to determine who will be accountable for future privacy management of the project after the project’s set-up team moves on and the operation perhaps becomes “routine”.  This is especially important if the project was developed by consultants, who will leave with their knowledge unless the project requires clear hand-over arrangements. 

Consideration also needs to be given as to how changes that occur during the life of the project will be handled, such as when and how will the PIA be updated and reviewed. 
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9. Making your PIA public 
There are two aspects to making your PIA public – public consultation as part of a PIA and publishing a PIA once it is complete. Public consultation not only addresses the question of independent scrutiny, but also generates confidence amongst the public that their privacy has been considered. 

Matters that may influence your decision to undertake a wider consultation might include: 

· whether there is likely to be public concern about actual or perceived impact on privacy; 

· whether there is a large number of people whose privacy is affected, or a particu​larly vulnerable group; 

· whether your initial thinking indicates that new formal authority will need to be obtained for the collection and handling of personal information that the project envisages. If so, then the method of authorization will be relevant to the issue of public consultation 

· whether there is already a formal consultation process into which the privacy aspects can be incorporated; and 

· the need to build trust in a new practice or a new technology. 

If you have any problems completing the checklist, PIA or report either contact your Privacy Contact Officer or the Senior Privacy Advisor. 
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	Question
	Yes/No
	Comments, Difficulties, Solutions
	Further Action Required

	
	
	
	

	
	Does your project need to comply with privacy laws?
	
	
	

	1
	Does the Information Privacy Act apply?
	
	
	

	3
	Or can you see information that does not identify a person or is anonymous?
	
	
	

	4
	Do any of the exemptions in the Information Privacy Act apply, namely;
	
	
	

	5
	(i) courts or tribunals

Is information being collected or handled by a court or tribunal in the exercise of judicial or quasi-judicial functions?
	
	
	

	6
	(ii) Generally available publications

Is information being used from a generally available publication (not being a public register, to which some privacy obligations continue to adhere)?
	
	
	

	8
	Does the proposal involve the collection or handling of health information? If so, then the Victorian Health Records Act 2001 (or Commonwealth Privacy Act 1988) may apply.
	
	
	

	9
	Does the proposal involve the use of surveillance devices (such as cameras or location tracking devices)? Are these obligations inconsistent with (and therefore prevail over) the IPA, and to what extent?
	
	
	

	10
	Is the information you intend to collect or handle subject to any common law or statutory duties of confidence or secrecy?
	
	
	

	
	Transborder data flow and private contractors (IPP 9, s17)
	
	
	

	12
	Who else is participating in the collection, disclosure and handling of the personal information?
	
	
	

	13
	Are participants from the private sector or from a jurisdiction outside of Victoria?
	
	
	

	14
	Do other privacy laws or privacy protective regimes (eg, administrative privacy standards) apply?
	
	
	

	15
	How do these compare with the Information Privacy Act and IPPs?
	
	
	

	16
	Where information is to be transferred outside Victoria, is the recipient organization bound by a privacy law or binding scheme that is substantially similar to the Information Privacy Act?
	
	
	

	17
	Is it necessary and practicable to seek consent to the transfer?
	
	
	

	
	What steps have been taken to ensure that the information will be handled in the other jurisdiction in a manner that is consistent with the IPP’s?
	
	
	

	18
	Will the information be collected or handled by a contracted service provider?
	
	
	

	19
	Are the activities under the contract exempt from the Commonwealth Privacy Act?
	
	
	

	20
	Is the contracted service provider bound by the contract or otherwise (eg. By a code of practice) to comply with the IPPs or some other privacy standard?
	
	
	

	
	Collection (IPP’s 1,8 and 10)
	
	
	

	21
	Why is the information being collected – for what purpose/s?
	
	
	

	22
	What public interest/s justify the collection?
	
	
	

	23
	Have the purposes been clearly specified?
	
	
	

	24
	Is it necessary for the organization to collect the information?
	
	
	

	25
	What evidence is there to support the need for the information?
	
	
	

	26
	Is it necessary to collect the information in the manner, and to the extent that is proposed? 
	
	
	

	27
	Are there other alternatives available that will be less intrusive?
	
	
	

	28
	Will the collection be effective in achieving the legitimate purpose justifying collection?
	
	
	

	29
	How, and when, will effectiveness be assessed /reviewed?
	
	
	

	30
	Does the organization have lawful authority to collect?
	
	
	

	31
	Where the organization is established by statute, does the statute expressly or impliedly authorize the proposed collection and handling of information?
	
	
	

	32
	Does the Act require amendment to provide the necessary lawful authority, or to revise a statutory prohibition?
	
	
	

	33
	Who is the information about?
	
	
	

	34
	To what extent can anonymity / pseudonymity be preserved?
	
	
	

	35
	Where personal identities are not used or have been removed, how readily can a person be re-identified?
	
	
	

	36
	What information is being collected?
	
	
	

	37
	Does the collection include sensitive, intimate or delicate information?
	
	
	

	38
	Additional care may be necessary for intimate or delicate information (through, eg, a tailored Code of Practice). Sensitive information can only be collected if one of the conditions in IPP10 is satisfied (eg, with consent, where required under law, if necessary to prevent or lessen a serious and imminent threat, and for certain types of research).
	
	
	

	39
	Are unique identifiers (eg. Drivers license number, Medicare number) being collected, used or disclosed?
	
	
	

	40
	Has a new identifier been created (eg. An identifier composed of the person’s initials and date of birth)?
	
	
	

	41
	Is the provision or creation of a unique identifier necessary, done by consent, or authorized or required by law?
	
	
	

	42
	Will the information be collected directly from the individual or indirectly from a third party?
	
	
	

	43
	Does the third party have authority to disclose?
	
	
	

	44
	Does notice need to be given of any indirect collection?
	
	
	

	45
	What opportunities will individuals have to consent or decline to provide certain information (including information not strictly necessary for the organization’s functions or activities), or to consent or object to particular uses?
	
	
	

	46
	Will individuals have an opportunity to seek suppression of their identifying information where, eg. It is disseminated or published and they have concerns for personal safety?
	
	
	

	
	Transparency (IPP 1.3 and 5)
	
	
	

	46
	Does the organization already have a privacy policy covering their collection and information handling practices?
	
	
	

	47
	How often is this reviewed?
	
	
	

	48
	Does it need to be amended in light of the new proposal?
	
	
	

	49
	Will individuals be informed of the reason/s their information is being collected, who it will be shared with and why, and that they have a right of access and correction?
	
	
	

	50
	What form of privacy notice will be given and when?
	
	
	

	51
	Will individuals be able to object to the collection of certain types of information or particular uses and disclosures?
	
	
	

	52
	If yes, will they be informed of this at the time of collection?
	
	
	

	53
	Where data matching is to occur, will the affected individuals be given prior notice of the fact and details of the proposed arrangements?
	
	
	

	54
	Where their interests may be adversely affected, will individuals be given an opportunity to question the manner in which data has been processed to arrive at the adverse decision?
	
	
	

	55
	Has or will the proposal be developed in conjunction with public consultation or be subject to Parliamentary or other scrutiny?
	
	
	

	56
	Will the development or implementation of the proposal be publicized?
	
	
	

	
	Access and correction (IPP 6; FoI Act)
	
	
	

	57
	Is the organization holding the information required by the Freedom of Information Act 1982 (Vic) to give individuals access and the opportunity to correct their information?
	
	
	

	58
	Where the organization uses contracted service providers, how will access requests be handled?
	
	
	

	59
	Will the organization maintain custody over the information?
	
	
	

	60
	Will access be mediated by the organization or handled directly by the contracted service provider?
	
	
	

	
	Use and disclosure (IPP 2)
	
	
	

	61
	Is the intended use/disclosure in accordance with the primary purpose specified at the time of collection?
	
	
	

	62
	What types of disclosure or uses would individuals reasonably expect?
	
	
	

	63
	Will they be notified (at or around the time when their information is collected) of these related secondary uses/disclosures?
	
	
	

	64
	Is the use or disclosure compelled or permitted by or under a statute or the common law?
	
	
	

	65
	Is legislative amendment necessary to provide the necessary lawful authority, or to revise a statutory prohibition, for the use or disclosure?
	
	
	

	66
	What other uses/disclosures are foreseeable now, at the time of collection, aside from the primary purpose for collection?
	
	
	

	67
	How will notice be given of these uses/disclosures?
	
	
	

	68
	As and when new, unanticipated or unrelated purposes arise, how would consent or other lawful authority be obtained?
	
	
	

	69
	Is there some public interest ground (in IPP2.1) authorizing use/disclosure (eg. Public safety, research in the public interest, investigation of unlawful activity?
	
	
	

	70
	Assume the project will use information already collected for some unrelated purpose.
	
	
	

	71
	Is it practicable to seek consent for new uses/disclosures that were unanticipated or unrelated to the original reason for collection?
	
	
	

	72
	With whom will the information be shared?
	
	
	

	73
	Does each participating organization have the requisite lawful authority to collect or disclose the information?
	
	
	

	74
	Is it necessary to share idenfiable data?
	
	
	

	75
	Is the data sharing necessary for the original or reasonably expected purpose notified to individuals at the time the information was originally collected?
	
	
	

	76
	Has consent been obtained?
	
	
	

	77
	Or, is the data sharing to be done for one of the designated public interests in IPPs 2 or 10?
	
	
	

	
	Storage and disposal (IPP 4; Public Records Act)
	
	
	

	78
	Where will the information be maintained or stored, in paper or electronic form, by whom, and under what conditions?
	
	
	

	79
	How long will the information be kept before destruction or archiving?
	
	
	

	80
	Should a minimum or maximum retention period be specified in advance?
	
	
	

	81
	Is there a legislative requirement or contractual arrangement for disposing of the information?
	
	
	

	82
	Is there an applicable disposal schedule under the Public Records Act 1973 (Vic)?
	
	
	

	83
	Is it lawful and practicable to de-identify (rather than destroy) the identifying information after a set period?
	
	
	

	84
	To what extent is the information re-identifiable?
	
	
	

	
	Data security (IPP 4)
	
	
	

	85
	Who has a right or ability to access the information?
	
	
	

	86
	Who has authority to access, change, add or delete information?
	
	
	

	87
	Who authorizes those access rights?
	
	
	

	88
	Is access limited to only those individuals who need to have access to the information to carry out their roles?
	
	
	

	89
	Is it necessary to limit the amount of information accessible to certain persons, depending on their roles?
	
	
	

	90
	Where information is to be stored or transmitted electronically or otherwise, how secure is the storage and method of transmission?
	
	
	

	91
	How will the information be secured from internal and external misuse?
	
	
	

	92
	How is misuse deterred and, if it were to occur, how is it detected?
	
	
	

	
	Data quality (IPP 3)
	
	
	

	93
	Where technology is to be used to gather or process information, how reliable is the equipment?
	
	
	

	94
	Is it periodically tested for accuracy?
	
	
	

	95
	Are audit trails and other records generated of adequate quality, and do they contain sufficient information for their intended use?
	
	
	

	96
	Is it necessary to ensure that information is reviewed periodically to ensure it is accurate, complete and up to date?
	
	
	

	97
	Review how often, having regard to the particular information, its uses and its consequences for the individuals it relates to?
	
	
	

	
	Due diligence (s68)
	
	
	

	98
	What sort of precautions (eg. Training, procedures manuals and other awareness-raising initiatives) can be taken to minimize the risk that the organization’s employees will misuse information?
	
	
	

	99
	Is the flow of information tracked so that any misuse is likely to be detected and deterred?
	
	
	

	100
	Are employees given notice of this tracking, both for their own sake and in order to deter misuse?
	
	
	

	101
	Are there clear and enforceable legislative, disciplinary or other sanctions for misuse?
	
	
	

	
	Accountability and review
	
	
	

	102
	Is the proposal subject to an effective and independent oversight mechanism responsible for ensuring, promoting and reporting on compliance?
	
	
	

	103
	Where the proposal involves the sharing of data across public and private sectors, or across jurisdiction, is there a designated accountability person or body, responsible for oversight of the whole system (including review, audit and investigation, reporting and complaints and redress)?
	
	
	

	104
	Should the fact and operation of the proposal be made public?
	
	
	

	105
	Is it desirable for the extent and manner of information collection and handling to be reported on the relevant Minister, to Parliament or to the community?
	
	
	

	106
	Will the project be audited to ensure it complies with data protection standards?
	
	
	

	107
	Who will carry out the audits, and how often?
	
	
	

	108
	Where individuals have concerns about how their information is handled, where can they complain?
	
	
	

	109
	Who is responsible for handling complaints and providing redress?
	
	
	

	110
	What redress is available to remedy a complaint that has caused harm?
	
	
	

	111
	When, and how often, is the project to be reviewed and assessed to determine whether it is achieving its stated aims?
	
	
	

	112
	Who will conduct the review?
	
	
	

	113
	Will they be properly independent?
	
	
	

	114
	Will the review and/or its results be made public?
	
	
	

	115
	Should the proposal cease after a set time?
	
	
	

	116
	Is it to be implemented to achieve a short-term goal?
	
	
	

	117
	Is the need for it likely to fade or be superseded?
	
	
	

	118
	Should the proposal continue (whether or not in modified form) only after it has been assessed and subjected to fresh approval?
	
	
	

	119
	If so, by whom? When?
	
	
	





PRIVACY IMPACT ASSESSMENT – PIA

















· �
Gather data about a project’s information handling practices �
�
· �
Ensure that activities involving personal information are evaluated for privacy risks �
�
· �
Have appropriate privacy protection in place �
�






Privacy Impact Assessment template
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