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Practice sac

Allocated Time :
1 Period

Instructions.

1. Write your name on all pages

2. Attempt all questions.

3. Give examples and examples from the case study to backup your understanding.

4. All answers to be written on this paper.   Highlighters may be used for marking the case study.

5. Remember to use appropriate technical terminology in your answers.

6. No student is permitted to leave early.

7. Exam conditions apply.  Absolutely no communication may occur during the test.  If you have a problem put your hand up and wait for assistance.

8. This is a closed book test.  You may not access any external material.

The test will be marked out of 40 and counts for 40% of the Unit 4 mark
Case Study

Pirelli Tyres Australia is the manufacturer of the Pirelli brand of tyres used by the manufacturers of high performance Motor Cars.  The company sells to a number of wholesalers who then on-sell to Tyre Retailers.  In Australia the company uses a Windows 2000 File Server, Personal Computers and Laptops running Windows XP to record financial information such as sales, expense and profit margins.  The company also uses the Information System to set prices, create price lists for their customers and for budgeting purposes.  

Pirelli Tyres uses this information to :

· Produce monthly sales reports and annual profit reports
· to check that the price of their tyres is reasonably priced when compared to their competition, 

· to ensure that the company is meeting the needs of its wholesalers and public, 
· to ensure that each state is achieving their budget and contributing to the overall profitability of the company.  

Pirelli Tyres Australia is required to keep all copies of this information under the Federal Corporations law for seven years.

Orders for new stocks of tyres are sent to Pirelli in Italy via e-mail as a Microsoft Word attachment.  The Administrative Assistant, Andrea, enters the order into the firms Transactional Processing System where an invoice is generated.  She does this by logging into the system with her own login and password.  Andrea however has forgotten her password on many occasions so she now keeps it written down in her top draw.  This system is working well as passwords do not need to be changed once created.  She also feels that it takes too long to log in and out so she only logs out of the system at the end of each week.

Colin, the Regional Sales for Pirelli, carries one of the firm's laptops when he visits the different clients.  He likes to record the information about clients in word documents, but is annoyed that he needs to enter the same type of information each time.  He records sales to the clients which also includes re-entering the clients details and he also needs to print the information so that it can be faxed to the Head Office in Sydney.  However, sometimes multiple copies of the document are saved under different names and printed as one may contain a mistake.  Discarded printouts are put in the paper recycling bin.  On many occasions the wrong copy is sent, as it is hard to know which is the most up to date copy.  Colin also receives copies of the orders sent to the head office so he knows what has been ordered.  He also keeps staff records and price lists on his laptop.  Colin also is aware of the need to backup the laptop so he has created a directory on his hard drive to store a copy of all the information.

Michael is the Network Administrator for Pirelli and has the job of ensuring that the network is backed up and also to stop viruses from entering the system.  He has purchased a tape backup unit and backs up the system ( OS & applications - 200 Gb, Data – 100 Gb ) twice a month storing the backup tape in a locked cupboard next to the server.  To save money Michael has been using the same tape for this purpose.  To stop Viruses, Michael uses a copy of VET anti- virus software that he got from a friend.  It is 12 months old and seems to do the job.  All staff have keys to all doors in case they are the last person at work and need to lock up.

Q1
Identify two goals of the Pirelli organisation.
(2)

1.


2.


Q2
Identify two goals of the Pirelli information system.
 (2)

1.


2.


Q3a
Identify two security issues that are raised with Andrea.
(2)
1.



2.



Q3b
For each of the security issues raised suggest a more suitable procedure and state how that procedure would improve security.
(2)
1.



2.



Q4
Identify two problems that you can identify with Michael's backup procedures.
(2)
1.



2.



Q5
Design a suitable backup regime for the network
(3)
Q6
Assuming your backup regime has been implemented, outline in point form a suitable disaster recovery plan for a crashed HDD on the server.
(3)

Q7
Design a suitable document management system for Collins laptop.  Include the folder structure and file naming convention you would recommend
(3)

Q8
Suggest a solution to the problem of Colin having to re-enter the clients details a number of times.
(1)

Q9
Describe a problem with the physical security.
(1)

Q10
Suggest a more suitable method of physical security for the information.
(1)

Q11
Describe one method of ensuring data integrity that has not been discussed above.
(1)

Q12a
The profitability of Pirelli tyres is dependent on the opposition tyre companies not knowing the wholesale price of their tyres.  Identify two ways an opposition company might be able to obtain this information.  ( must be areas not already discussed)
(2)

1.


2.


Q12b
Describe how these concerns could be addressed.
(2)

1.


2.


Q13a
Pirelli tyres has a lot of information relating to its customers.  You have been asked to advise the company with regard to the new privacy laws.  What privacy law would Pirelli tyres come under.
(1)

Q13b
What advice would you give the company to ensure they respect the privacy of their customers and abide by the law when they-

A) collect information from their customers
(1)

B) store information about their customers
(1)

C) access and disclose information
(2)

Q14
Given that Pirelli needs to maintain its record to seven years, suggest a suitable method of archiving their files.
(2)

Q15
Outline a suitable disaster recovery plan for Pirelli.
(2)

Q16
How could you test the disaster recovery plan?
(1)

Q17 
How can they evaluate the effectiveness of security measures of both data and information and ensure both are safe and recoverable.
(2)
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