Data Security Problems
Customers' bank details sold on eBay

http://www.news.com.au/technology/story/0,25642,24250352-5014239,00.html
August 27, 2008 - 6:20AM

A British data processing firm has launched an urgent review after a staff member sold a computer on eBay containing personal details of a million bank customers, a spokeswoman said.

The computer was bought on the online auction site for £35 ($75) by Andrew Chapman, an IT manager from Oxford, in central England, who found the information on the computer's hard drive.

It included bank account numbers, phone numbers, mothers' maiden names and signatures of one million customers of American Express, NatWest and the Royal Bank of Scotland (RBS), the Independent newspaper reported.

It had belonged to data processing company Mail Source which is part of Graphic Data, a company that holds financial information for banks and other organisations.

A spokeswoman for Mail Source said the employee who sold the computer had made an "honest mistake" but insisted it had been an "isolated incident".

She said: "The computer was removed from our secure storage facility in Essex and sold on eBay.

"We know which employee took the server and sold it, but we believe it was an honest mistake and it was not intentional to sell it without the server being cleared.

"This is a very unfortunate incident and we are taking measures to ensure it will never happen again."

An RBS spokeswoman said: "Graphic Data has confirmed to us that one of their machines appears to have been inappropriately sold on via a third party.

"As a result, historical data relating to credit card applications from some of our customers and data from other banks were not removed.

"We take this issue extremely seriously and are working to resolve this regrettable loss with Graphic Data as a matter of urgency."

EBay said such an item should never have been sold on its site.

There have been a series of data security blunders in Britain in the past year.

In two of the most serious cases, the government admitted in November it had lost confidential records for 25 million Britons who receive child benefit payments, and in January, the Ministry of Defence revealed that a laptop with details of some 600,000 people interested in joining the armed forces had been stolen from a naval officer.

'Greatest cyber-heist in world history'
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Did a computer intrusion at a Best Western hotel in Germany open the door for a hacker to steal the records of 8 million customers and pull off "the greatest cyber-heist in world history", as a Scottish newspaper put it?

Or was the incident a significantly more minor affair, affecting only 10 customers at the one facility, as claimed by Best Western International?

The hotel chain and the Sunday Herald newspaper of Scotland are duking it out over the paper's story on the data breach. Best Western calls the article "grossly unsubstantiated" and "largely erroneous".

The story said a hacker installed a malicious program on a computer used for reservations at a Best Western hotel, and used it to steal a database containing details on every customer who checked into one of Best Western's 1,312 European hotels since 2007.

The hacker then sold the database through an "underground network operated by the Russian mafia", the story claimed.

Best Western acknowledged that a hacker infiltrated the computer network of one of its hotels in Berlin and installed a data-stealing Trojan horse program on one of the machines.

But Best Western claims the breach was limited to the one hotel and said the hacker didn't have access to other facilities' networks. Best Western said just 10 customers were affected, adding that the FBI and other law enforcement agencies are investigating.

The company said it purges guests' credit card and other data from its systems within seven days of their checkout.

That's a good security practice, but it's not necessarily enough to stop an attacker from stealing the data with a malicious program that grabs information as it is originally entered into the computer system.

Iain Bruce, who is the Sunday Herald's technology editor and the reporter who broke the story, told The Associated Press that the paper stands by the article.

He provided screen shots of what appeared to be Best Western's reservation system and personal details on one of the customers listed there. Though the screen shots show a tool that lets users search records dating back to 2007, it's unclear how much personal information such a search would yield.

Ten customers' names are listed on the screen shot, but the list appears to go on longer, off the screen.

Bruce did not immediately respond to further questions about where he got the screen shots or what proof he had that millions of customers' accounts were compromised.

On that count, Best Western's statement was firm: "There is no evidence of any unauthorized access to any other customer data."

Memory Stick With 84,000 Prisoner Records Lost In U.K. 
U.K. Home Secretary Jacqui Smith blames PA Consulting, a contractor that stored the data on the memory stick in [image: image1.jpg]


violation of its contract. 
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A USB memory stick containing information about 84,000 prisoners in England and Wales, along with at least 33,000 police computer records, has gone missing in the U.K. 

U.K. Home Secretary Jacqui Smith blames PA Consulting, a contractor that stored the data on the memory stick in violation of its contract. 

Citing failed government promises to protect information, a BBC television anchor asked Smith, "When is data going to be safe?" 

"Let me be quite clear," Smith told the BBC. "This is data that was held in secure form that was then downloaded onto a memory stick by an external contractor. It's completely unsatisfactory. It runs against the rules set down both for the holding of government data and, in fact, set down by the external contractor." 

Smith said the U.K. government is investigating the incident and carrying out a risk assessment. 

PA Consulting did not immediately respond to a request for comment. 

Data loss has become a matter of particular sensitivity in the U.K. following revelations in November last year that discs containing information about 25 million U.K. residents' child benefit had been lost. 

Data loss has also become quite common as the volume of data available has increased and the size of portable storage devices has decreased, not to mention the rising sales of laptops in relation to desktop systems. 

In the U.S. this week, educational testing company The Princeton Review accidentally exposed the personal data and test scores of tens of thousands of Florida students on its Web site, Dominion Enterprises disclosed that a computer in its InterActive Financial Marketing Group division, containing personal details about 92,000 credit seekers, had been hacked, and Kingston Tax Service reported the theft of a laptop containing information about an undisclosed number of clients. 

1. What are the main issues or problems highlighted in the articles above?

2. What are the possible consequences for each organisation?

3. What are consequences for the individuals / consumers affected by the breaches?

4. If these events had occurred in Australia, would there be any possible legal  implications?
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