IT Applications – Summary of C. Potts Textbook
VCE Information Technology Units 3 & 4

Unit 3
Chapter One
What is an information system?
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Elements of an Information System
· Software
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· Hardware
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· Data

· People/Personnel

· Procedures

Characteristics of data and information

· Characteristics of data
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· Characteristics of information
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Information Processing Steps
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· Reasons for using information
· Information suited to its audience
· Characteristics of audiences

Information characteristics in organisations

· Information flow
· Structure of information
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3.

4.
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Decision-Making in organisations
· Senior management
· Middle management
· Operational management
· Operation workers

Identifying information problems

· What is an information problem?

The problem-solving methodology
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Chapter Two
Developing a solution using database software
· Analyse the problem
· Design the solution
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7.

8.
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Procedures to effectively manage the production and handling of data and information

· Validating data
· Setting up queries
· Input forms
· Generating the report

1.

Testing the solution and output

· Testing validation
· Testing query
· Testing formulas on a form

· Testing the report
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3.
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· The solution to the problem

Documentation to support solutions

Implementation strategies
Criteria for evaluation

Chapter Three
Types of information systems
1.

2.

3.

4.
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Networks

· What is a network?
· Advantages of networks
Resource Sharing
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· Remote Services

· Facilitating communications

· Data and information sharing

Types of networks
· Network categories
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· Network architecture
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· Network Topologies
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· Comparing network topologies

· Intranets

Network communication standards
· Ethernet

· Token Ring

· TCP/IP

· 802.11 wireless standard

Network hardware and software
· Network operating systems

· Application software for communications
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· Network Interface Card

· Wireless Access Point

· Hubs

· Switches

· Routers

· Modems
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Transmission media

· Physical transmission
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· Wireless transmission
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Network security

· Usernames and passwords

· Firewall

· Malware protection

· Encryption

The logical design of a network

Physical design of networks

Chapter Four
Characteristics of collaborative problem-solving practices
· Knowledge sharing in virtual teams

Problem-solving methodology
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Analysis of the problem
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Design the solution
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Manipulating information to create a prototype website

· Validation
· Manipulation

· Storage
Testing a solution

· Functionality

· Presentation

· Usability

· Communication of message

· Testing

Evaluating the effectiveness of website
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Managing and transmitting files
· Encryption software

· Access hierarchy

· Virus detection software

· Backups

· File-naming conventions

· Version control

Unit 4
Chapter Five
Goals of information systems

· Types of decisions
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2.

3.

4.  

· Mission Statement

· Objectives

· Non-profit organisation

· Profit organisation

· Improving efficiency

· Improving effectiveness

· Improving decision-making

Role of hardware and software components

Spreadsheet software

Functions of a spreadsheet

Formats and conventions
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Validation
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Testing a spreadsheet solution
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Problem Solving
Problem-solving methodology
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Why information problems occur

· Types of information problems

1.

2.

3.

Creating an information product using a spreadsheet

· Tools to represent the design of spreadsheet solutions and output
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· Processing data to create solutions and output

· Evaluating the solution and output

Evaluation process
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· Output to show how needs are met

Chapter Six
On-screen user documentation

· Content and types of on-screen user documentation
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Elements of design for on-screen information

· Factors that contribute to the appearance of on-screen information
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2.
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4.

Characteristics of on-screen information products
· High quality user interfaces
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· Effective information architecture for an on-screen information product
Visually representing decisions and actions

· Concept-mapping software

· Flow charts

Evaluating the effectiveness of decisions and actions

Evaluation criteria
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Chapter Seven
Organisational goals and information systems
· Mission statement

· Organisational goals

· System goal

Legal obligations of organisations and individuals
· Privacy Act 1988

· Privacy Amendment (Private Sector) Act 2000

· Health Records Act 2001

· Copyright Act 1968

· Copyright Amendment (Digital Agenda) Act 2000

1. How does copyright apply to music, computer games and computer software?

2. Penalties for infringing copyright
Ethics and information systems

Ethical dilemmas may be solved by using 6 steps:
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Workplace responsibilities

Codes of conduct and computer use policies
Employee monitoring

The internet

Threats to data and information

· What is security?
· Intentional damage

1.

2.

3.

4.

5.

6.

· Accidental damage
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Consequences of violating security and privacy measures

Chapter Eight
Security equipment

Hardware

· Biometrics
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· Swipe cards

· Smart cards

· Security tokens

· Power protection

· Avoiding system failure

· Backup media

Magnetic media
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Optical drives
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Solid-state drives

1.

Online backups
Surveillance technology to protect the security of information

· Packet sniffers

· Desktop monitoring programs

· Log files

· Closed-circuit television

· Telephones

· Audit trails

Physical security devices

Software

· Encryption software

Noetwork policies, profiles

Firewalls

Anti-virus software

Security procedures

· Communication

· Storage

1. File-naming conventions

2. Location of files

3. Backups

4. Backup timeline

5. Location of backup files

6. Archiving/Disposal (Destruction)

· Disposal

Disaster recovery strategies
· Emergency plan

· Backup plan

· Recovery plan

· Test plan

Evaluating the effectiveness 

Integrity of data

Security

Ease of retrieval

Currency of files

Evaluating the effectiveness of data security management strategies

