Information Technology Applications

Unit 4 SAC 2: Nelson - Superior Auto - Suggested answers

Question One

(a) (3 marks)
Goals (not part of answer): providing the same quality car service with higher
levels of customer service and reduced prices.

The ability to record customer history allows a quick response to a customer booking request for service if the customer has used the company before.

The pre-printing of the service details for the customer to just sign and go minimises the time the customer spends at the service desk when dropping the car off for service.
The system also provides real-time information about stock and prices so mechanics working on the car can get a required part quickly or an order can be placed for the part if it is not available. This would also allow the price of parts used to be easily charged to the customer.
Question Two
(a). (1 mark)
Backup

(b) (3 marks)

Strengths: It is essential to backup data to allow lost data to be replaced in the event of a system problem.
Weaknesses: Backup DVDs are not numbered or dated – so they could be easily mixed up.

Backups, although stored in a locked cupboard could be subject to theft or fire. So the theft of the server and the backups would not allow data to be recovered. A serious fire could destroy both the hard drive AND the DVDs would also not allow data to be recovered.
A weekly backup is not sufficient – a fire or server theft on Thursday night would mean that data for the 5 days (Fri – Thu) would need to be re-entered – assuming this was possible, as a fire or theft may destroy these if they are kept in the same area.

(c)  (3 marks)
· Backup data daily at the end of processing before leaving

· Label each DVD with date and number

· Store backups off site in a secure (fire, theft, temperature, humidity) site

Question Three

(a) (2 marks)

Customer records for the day’s service bookings would not be able to be accessed. At a minimum, this would mean the check-in time for each customer would be considerably longer and the booked replacement car may not be available. The time to arrange this car would be longer.
Parts prices and availability would not be able to be quickly accessed to allow mechanics to use parts and accounts to bill the customer.

Records of current customers would not be available when a customer rings to book a service – so the customer would have to tell the booking clerk details again.

(b) (3 marks)
As all staff have key access to all areas, including the file server room where they may deliberately (disgruntled employee) or accidentally (dumb employee!) damage the server or destroy data. (Problem)
Customers could gain access to records (through the computer if the receptionist has not logged off) or paper data if the accountant is distracted from watching the reception desk at lunchtime. (Problem)
Lockable windows (Good) may prevent access from outside when the building is locked and empty, but a motion sensor alarm would be needed if an intruder broke a window to gain access. (Problem)
(c) (4 marks)

Positives:

A firewall is installed to prevent attacks from the internet.

Passwords are issued to all staff to log on to the system.

Antivirus software is installed to prevent loss of data sue to virus attack.

Negatives: 

Passwords are not required to be regularly changed – so a user’s password could be used indefinitely by another person.

Antivirus update is weekly – the software should be configured to check regularly for updates and download and install these automatically.

Staff logged onto the system are able to access all parts of the TPS – it may not be appropriate for some users to change (or even see) some of the data record.
(d) (3 marks)

Probably covered in Negatives answer:

· regular auto antivirus update
· system configured to require staff to change password regularly
· set up profiles to only allow access or change to data which is appropriate for that person’s job
· directive issued to staff to ensure they logout when not at their terminal
Question Four
(a) (3 marks)

Act: Privacy Amendment (Private Sector Act) 2000 – assuming the company has a turnover of greater than $3 000 000 / year).

Provision/Principle: 11 is probably best: Limits on disclosure of personal information – Personal information may not be disclosed to anyone else without consent.

10 maybe: Limits on use of personal information – Information may not be used for any purpose except for which it was collected.
9 doubtful: Personal information to be used only for relevant purpose.

Principle 11 would mean that the company could not sell (or even give) customer details (name address phone email) to a third party. 
(b) (1 mark)

Anyone of 10 others – see p 207 Nelson text

(c)  2 marks
Not ethical because Principle 4: Storage and security of personal information – Records must be … safeguarded against … unauthorised … access.
If customer service details on left on the desk anyone coming to the reception desk could see these personal details.

Question Five

(a) (1 mark)
Archiving

(b) (3 marks)

Strengths: Dormant customers are removed from the system

Weaknesses: A customer may not do many kilometres and so may not use the company for more than 12 months – but still may consider themselves a customer.

A better practice would be to buy a large hard disk (not expensive) and use this to keep all customer records so that an apparently dormant customer’s history and details could be recalled at anytime.
Storage in the accountant’s unlocked? Filing cabinet may mean that they are lost or damaged and so data could not be accessed if it is required to access data for a dormant customer.

If the old CDs are disposed of they should be destroyed before disposal as the Privacy Act referred to above requires that data could not be accessed by others.

Question Six
(a) (2 marks)
This organisation would be efficient – required documents could be found in the appropriate folders. Old files (Tyres 02 would not be needed when Tyres 07 [bit like Kevin]) was current. However, identify the latest (current) document for a particular need may be difficult.
Filing documents which pertain to more than one brand or area may be difficult unless a copy is kept in each subfolder. This duplicates data and makes disposal of old files inefficient.

More able student?: A document management system could be used to allow efficient access to required documents and disposal or archiving of files no longer needed.

Question Seven (added by me – see above and below)
(a) List the four major parts of a disaster recovery plan and the purpose of each part. (4 marks)
Emergency Plan – explains the specific steps to be taken in the event of a disaster

Backup plan – covers the procedures to follow to use backup files to restore computer systems
Recovery plan – specific procedures to restore information processing systems

Test plan – details information about simulating a variety of disasters and recovery methods
(b) Explain how the disaster recovery plan could be tested. (2 marks)

Conduct a simulation and have each staff member carries out assigned procedures.

Problems with the plan should be identified and corrected. 
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Question Seven

The management of Superior Auto recognise the need to plan for system failure. They are aware that a disaster recovery plan is needed to ensure that the company is able to restore operations in the event of a disaster.

(a) List the four major parts of a disaster recovery plan and the purpose of each part.

4 marks

(b) Explain how the disaster recovery plan could be tested.

2 marks

Total 40 marks
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Diagram addition for Question 6 as the question does not SPECIFICALLY state this.

Warning – the computers and windows did not photocopy on my SAC (Question 6)!


I included a blank sheet for extra answers – many used it.


Question 4 uses the term Provision the text (and Act?) uses Principle.


I added this to the folder diagram (Question 6):


These folders have


similar subfolder�structure to 


Rolls Royce


I added my own Question 7 and reduced the marks for some questions as shown below in the answers – check questions and marks carefully if you do or don’t use extra question as they do not agree with the original.


(a) List the four major parts of a disaster recovery plan and the purpose of each part. (4 marks) 


(b) Explain how the disaster recovery plan could be tested. (2 marks)


Students took between 50 minutes and 80 minutes to complete my modified paper.


I have included a Coversheet (adapted from Mark Kelly’s IT11 Exam, I think), a blank response sheet and my Question 7.


Note if you use my Q7 you need to either adjust the marks as I did (see answers below) or scale the score back to 40.


For Copyright reasons I have removed the actual question wording – I used EXACTLY the original words BUT changed the marking scheme for some questions – so CHECK!!
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