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St Margaret's School

Acceptable Use of Electronic

Communications

Systems

The Rights and Responsibilities of Staff Using the Computer Network of St. Margaret’s School


Applicable for all staff members of St Margaret’s School
Rationale

The St Margaret's School computer network and its Internet service have been installed to provide access to up‑to‑date communications and computing technology. It is intended that the software on the network supplement software on staff’s notebooks and is used as a gateway to the Internet, email, printers and other networked resources. 

The School actively supports access by staff to the widest variety of information resources, and supports the development of appropriate skills to analyse and evaluate the information gained from these resources. In particular, the School acknowledges that:

1. Staff should have the right to access the Internet in the pursuit of their everyday tasks.

2. Staff should have the right to have an electronic mail address for the purpose of sending and receiving electronic mail relevant to school.

The proper exercise of these opportunities implies an accompanying acceptance of certain responsibilities in relation to use of the School's computing resources. It is the purpose of this document to outline acceptable and unacceptable behaviour when using these resources.

Network Responsibilities

These responsibilities are applicable, no matter whether the staff member accesses the computer network using a school desktop computer or their notebook computer.

Files on the Network

Staff will not keep any unacceptable or inappropriate material, including music, video and program files, on the network, nor will they keep files that threaten the integrity of the network. The network is intended for the backup storage of staff’s school-related material. Any files that are not school-related or breach copyright or piracy laws will be deleted after discussion with the staff member.

Any attempt to copy software made available for use on the network is prohibited.

The School will not be responsible for any loss or damage to personal files resulting from the staff member’s negligence.

Passwords

Staff must not divulge their password to anyone, and must not attempt to discover anyone else's password. Staff have a responsibility to maintain secure passwords and all due care must be taken by staff to protect the privacy of their passwords. 

Staff will not make any attempt to interfere with the normal operation of computing facilities, nor will they attempt to subvert the security of the School's computing facilities. Staff members (except members of the Computing Department) are not permitted to install programs onto the network’s computers as this also breaches copyright laws.

Up to date anti-virus and anti-spyware software

Viruses
Staff should be aware of the dangers associated with computer virus infections and should take every precaution to protect the network from such damage. All staff members are expected to check any media that are brought from outside the School and used on the School’s network for viruses.

Staff are expected to keep an up-to-date version of anti-virus software on their computers. The School provided anti-virus software, InoculateIT, is updated every day and this updated is loaded onto computers each time the computer is logged on to the network. 
Spyware
Spyware is an ever increasing threat to computer users. It causes network and performance issues and invades the privacy of all users by recording personal information and browsing habits and reporting them to unknown third parties. Staff should be aware of the risks associated with running software from the Internet and from unknown sources.

Internet Use and Email

· The School does not undertake to provide Internet and email facilities for the private use of staff and does not accept any responsibility for any loss (financial or otherwise) arising from the use (or inability to use) the Internet and/or email for personal/private use (on non school-related matters).

· No chat room is allowed to be accessed at any time and messenger services (e.g. MSN Messenger, Windows Messenger) are internally blocked and also not permitted to be used at any time.
· No games, either Internet based or installed on computers, are to be played at School.

Use of Electronic Mail
The School provides a St Margaret’s email account for each staff member that is intended to be used for school-related matters. 

No staff member shall prepare for transmission, or transmit, any information which is discourteous towards an individual, school or other organisation, or which is of an illegal, obscene, defamatory or offensive nature.

The staff member shall accept responsibility for all material sent and received by his/her user account. It is a staff member's responsibility to respect the integrity of the School's electronic mail system and not to tamper with it in any way. If inappropriate material is inadvertently received, it is the staff member’s responsibility to notify the Computing Department staff.
Each mailbox is limited to 50 Mb and each email cannot be any larger than 10 Mb. Staff should refrain from sending exceedingly large emails, with many attachments, and this will affect the School’s network connection and will also quickly overfill theirs and other’s mailboxes.
Electronic mail is not guaranteed to be private, and the School has access to all mail. The School acknowledges its responsibility to include a staff member in all acts of viewing, modifying, or removing that staff member's electronic mailbox where it is considered an infringement has taken place.

Internet Access
Staff shall not knowingly access information inappropriate to the purposes of the School, or access information of an illegal, obscene or offensive nature. It is the staff member's responsibility not to initiate access to such material.

Personal information (such as a home address or telephone number) about any member of the School community should not be sent through the Internet without consent from the person who owns the information. Person to accept any risk associated with passing on of this information. 
Staff will not use the School's Internet and/or email facilities for any commercial advertising or political purposes. For any exceptions or queries please contact the Deputy Principal or Head of Junior School.
Copyright

All staff need to be aware of copyright issues relating to electronic forms of information, and to take care when using any copyright material from the Internet. All copyrighted material used from the Internet must be correctly acknowledged.
Infringements

If any staff member is found to have breached the provisions of this policy, the breach will be investigated and appropriate consequences would follow.
Staff must be aware that the use of the School's computing facilities to commit acts of a damaging, defamatory or illegal nature may make them liable to legal action or prosecution.
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