St Aloysius College

Year 12 IPM – Practice SAC 303


Patty’s Indian Restaurant – Case Study

Patty emigrated from India to Australia and decided to set up an Indian Restaurant in Brunswick St, Fitzroy. She used to be a restaurant manager in India and she has experience in preparing excellent meat curries such as Beef Vindaloo, the famous Tandoori Chicken, and various vegetarian curries and samosas. She has a special style of Naan bread and Safron rice mix from her home town which is unique in India.

She has hired eight staff altogether. She wishes to improve the productivity of her staff and make sure that data entered in the restaurant computer system database is both accurate and secure.

The database is kept on a dedicated server. There are several PCs connected to it via a network so that other employees have access to it. The database contains accounting, payroll and sales data. The waiters and waitresses use a touch screen PC to access the orders, table numbers and print the bill for customers. The server has a RAID 5 system with hot swapable hard drives and is kept in a locked airconditioned room. The server is backed up using a tape drive via an incremental backup procedure. The backup tapes are kept in a fireproof safe and Patty takes a full backup weekly tape to be stored offsite. The administrator's password is “Patty1” and is displayed on a yellow sticky note on the server's monitor.

The company has an Internet server which has the restaurant's website where customers can make bookings online. The server also acts as an e-mail server. A firewall is installed and connected to an ADSL modem. Patty usually e-mails the specials brochure in a Word document to regular customers. Occasionally she gets messages titled “Win one million dollars now!” from someone she doesn't know – she opens them up including the attachments. Luckily she has a good antivirus program installed on all the PCs and servers which is updated on a weekly basis. Her operating systems are also updated weekly with the latest patches. Unfortunately she doesn't get time to check server logs and doesn't always understand them. Patty also does Internet banking but once observed that she didn't have the “padlock” at the bottom of her browser and that it asked her for her username and password twice.

When a server breaks down, Patty takes it to “Mr Dodgy Fixit Services”. Last time, they replaced a faulty hard disk with a new one and returned the system to Patty. When Patty prints reports, she makes sure that she shreds them. When she has faulty backup tapes, she just throws them in the rubbish bin. After one year, she buys new backup tapes and gives the old ones to her kids who tape over them with their video recorder. Her son is greatful as he uses the tapes to copy top 40 music and mixes them on his garage music recording studio equipment and then burns them to CD.

Patty wishes to purchase more PC touchscreens. Rather than connecting them via cable, she has heard of wireless. She gets “Mr Dodgy Fixit Services” to setup her wireless. Her son brought in his wireless laptop after school and noticed that he could connect to her network easily and surf the Internet for free.

1) What are the goals of the computer system?

2) Describe how the company stores files (including backups). List the strengths and weaknesses of the way they store and backup files.

3) Describe how the company communicates with their files. List the strengths and weaknesses of the way they communicate with their files.

4) Describe how the company disposes their files. List the strengths and weaknesses of the way they dispose their files.

5) List anything that the company does that breaches the Privacy, Copyright Acts – explain which Act is breached and why.

6) List potential security breaches or inadequacies. If there is a security breach, what are the consequences the company or individuals can face?

7) Make recommendations to improve the current procedures that the company uses the storage (including backup), communication and disposal of data (including security issues).
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