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Test Conditions.

Reading Time :
5 minutes. (No writing is permitted during this time.)

Writing Time :
99 minutes.

Instructions.

1. You have 5 minutes reading time during which no writing may take place.

2. Writing time is 99 minutes.

3. Clearly show each question number and number each of your pages.

4. Attempt all questions.

5. Give examples and examples from the case study to backup your understanding.

6. You may write answers on lined paper or word process them.  Highlighters may be used for marking the case study.

7. Remember to use appropriate technical terminology in your answers.

8. No student is permitted to leave early.

9. Exam conditions apply.  Absolutely no communication may occur during the test.  If you have a problem put your hand up and wait for assistance.

10. At the end of the test write your name on each page and fold within the test paper.  No test paper may be removed from the classroom.
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Case Study

Pirelli Tyres Australia is the manufacturer of the Pirelli brand of tyres used by the manufacturers of high performance Motor Cars.  The company sells to a number of wholesalers who then on-sell to Tyre Retailers.  In Australia the company uses a Windows 2000 File Server, Personal Computers and Laptops running Windows XP to record financial information such as sales, expense and profit margins.  The company also uses the Information System to set prices, create price lists for their customers and for budgeting purposes.  

Pirelli Tyres uses this information to :

· place orders on their parent company in Italy, 

· to check that the price of their tyres is reasonably priced when compared to their competition, 

· to ensure that the company is meeting the needs of its wholesalers and the general public, to ensure that each state is achieving their budget and finally to guarantee that the company is making a profit.  

Pirelli Tyres Australia is required to keep all copies of this information under the Federal Corporations law for seven years making this information very valuable.

Orders for new stocks of tyres are either faxed to Pirelli or sent via e-mail as a Microsoft Word attachment.  The Administrative Assistant, Andrea, enters the order into the firms Transactional Processing System where an invoice is generated.  She does this by logging into system with her own login and password.  Andrea however has forgotten her password on many occasions so she now keeps it written down in her top draw.  This system is working well as passwords do not need to be changed once created.  She also feels that it takes too long to log in and out so she only logs out of the system at the end of each week.

Colin, the Regional Sales for Pirelli, carries one of the firm's laptops when he visits the different wholesalers.  He likes to record the information in a word document in the same format, but is annoyed that he needs to enter the same type of information each time.  He also needs to print the information so that it can be faxed to the Head Office in Sydney.  However, sometimes multiple copies of the document are printed as one may contain a mistake.  On many occasions the wrong copy is sent, as it is hard to know which is the most up to date copy.  Colin also is aware of the need to backup the laptop so he has created a directory on his hard drive to store a copy of all the information.

Michael is the Network Administrator for Pirelli and has the job of ensuring that the network is backed up and also to stop viruses from entering the system.  He has purchased a tape backup unit and backups the system twice a month storing the backup tape in a locked cupboard next to the server.  To save money Michael has been using the same tape for this purpose.  To stop Viruses, Michael uses a copy of VET anti- virus software that he got off a friend.  It is 12 months old and seems to do the job.

Questions
1. How does the organisation use the information? [1 mark]

2. Why is the information valuable to the organisation? [1marks]

3. List two factors that could affect the value of the information in this system. [2 marks]

4. Data integrity can be defined as ensuring that the files (data) on the computer are correct or reliable and have not been tampered with.

a. Can the integrity (reliability) of the data be protected by this system? [1 marks]

b. Suggest two methods that would effectively protect the integrity of the data in this system? [2 marks]

5. Computer systems need to be protected to ensure that no unauthorized person can assess the system.

a. How secure (safe) is the information in this system? [2 marks]

b. Suggest two methods that would effectively secure the information in this system. [2 marks]

6. Procedures are instructions that people in an organisation must follow in order to carry out each information-processing step.  Suggest a new procedure that would protect the integrity (reliability) of the data and security of the information. [2 marks]

7. What are the implications for data security in the choice of equipment used by the organisation? [2 marks]

8. The Senior Management have been made aware of the firms inadequate data integrity and recovery procedures and have hired the consultancy firm Dodgy Brothers Pty. Ltd. To develop a proposal to improve the organizations information system. [3 marks]

Proposal :

· Andrea will be required to remember her password and not write it down by to help her remember she can let her Office Manager, Susan, know what it is.  She will also be required to Virus Check the e-mails before opening them using the company's VET program.  

· Colin will be given a USB drive to back up, as this will be more efficient.  The company will also buy him a new laptop with a high resolution LCD screen to reduce the errors that he makes with the information.  

· Finally, Michael will be given the permission to purchase another back-up tape so that there can always be an older copy.

Comment on the strengths and weaknesses of this proposal. [3 marks]

9. Develop a proposal to solve the information processing problems of Pirelli.  In other words, what would you do to solve the problems? [3 marks]

10. Data recovery is vital to ensure the success of a business if a disaster like a fire occurred.

a. What is a disaster recovery plan? [1 marks]

b. If money were no object, what would you recommend? This should be an extended answer. [5 marks]
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