Module 10 Routing Fundamentals and Subnets – Review Questions
1. What are protocols as they refer to computer networks?

A protocol is a set of rules that determines how computers communicate with each other across networks. Computers exchange data messages to communicate with each other. To accept and act on these messages, computers must have sets of rules that determine how a message is interpreted. Examples include messages used to establish a connection to a remote machine, e-mail messages, and files transferred over a network. 

A protocol describes the following: 

· The required format of a message 

· The way that computers must exchange messages for specific activities 
2. Describe the IP routed protocol.
The IP routed protocol, requires an address with a network portion and a host portion. These protocols also require a network mask to differentiate the two numbers. The network address is obtained by ANDing the address with the network mask. 

The reason that a network mask is used is to allow groups of sequential IP addresses to be treated as a single unit. 
Eg. The 254 IP addresses 192.168.1.1 to 192.168.1.254  in the Class C network can be represented by a single network number 192.168.1.0

If this grouping were not allowed, each host would have to be mapped individually for routing. 
This would be impossible, because according to the Internet Software Consortium there are approximately 250,000,000 hosts on the Internet.
3.  What is meant by IP is a connectionless, unreliable, best-effort delivery protocol.  ?
The term connectionless means that no dedicated circuit connection is established prior to transmission. IP determines the most efficient route for data based on the routing protocol. The terms unreliable and best-effort do not imply that the system is unreliable and does not work well. They indicate that IP does not verify that data sent on the network reaches its destination. If required, verification is handled by upper layer protocols
4.  What is the easiest distinction between a Routed and a Routing protocol ?
Routed protocol is the data actually passed from source to destination through each router. Routing protocols are “gossip” between routers to exchange information about the “best pathway” to take to send routed protocols from source to destination.

5.  How does the network layer handle data that is passed down to it for delivery from the upper layers ?
As information flows down the layers of the OSI model, the data is processed at each layer. At the network layer, the data is encapsulated into packets. These packets are also known as datagrams. IP determines the contents of the IP packet header, which includes address information. However, it is not concerned with the actual data. IP accepts whatever data is passed down to it from the upper layers.
6. Read slide 10.1.3 and describe the process of encapsulation and deencapsulation as a data packet travels from a host on one network through a router, across a serial link, then across the next router and out through an Ethernet port and to the host on the Ethernet segment.
Follow the example given in the graphic.

As a packet travels through an internetwork to its final destination, the Layer 2 frame headers and trailers are removed and replaced at every Layer 3 device. This is because Layer 2 data units, or frames, are for local addressing. Layer 3 data units, or packets, are for end-to-end addressing. 

Layer 2 Ethernet frames are designed to operate within a broadcast domain with the MAC address that is burned into the physical device. Other Layer 2 frame types include PPP serial links and Frame Relay connections, which use different Layer 2 addressing schemes. Regardless of the type of Layer 2 addressing used, frames are designed to operate within a Layer 2 broadcast domain. When the data is sent to a Layer 3 device the Layer 2 information changes.

As a frame is received at a router interface, the destination MAC address is extracted. The address is checked to see if the frame is directly addressed to the router interface, or if it is a broadcast. In either situation, the frame is accepted. Otherwise, the frame is discarded since it is destined for another device on the collision domain. 

The CRC information is extracted from the frame trailer of an accepted frame. The CRC is calculated to verify that the frame data is without error. 

If the check fails, the frame is discarded. If the check is valid, the frame header and trailer are removed and the packet is passed up to Layer 3. The packet is then checked to see if it is actually destined for the router, or if it is to be routed to another device in the internetwork. If the destination IP address matches one of the router ports, the Layer 3 header is removed and the data is passed up to the Layer 4. If the packet is to be routed, the destination IP address will be compared to the routing table. If a match is found or there is a default route, the packet will be sent to the interface specified in the matched routing table statement. When the packet is switched to the outgoing interface, a new CRC value is added as a frame trailer, and the proper frame header is added to the packet. The frame is then transmitted to the next broadcast domain on its trip to the final destination

7.  Describe the two delivery modes known as connectionless and connection-oriented.
Most network services use a connectionless delivery system.  Different packets may take different paths to get through the network. The packets are reassembled after they arrive at the destination. In a connectionless system, the destination is not contacted before a packet is sent. A good comparison for a connectionless system is a postal system. The recipient is not contacted to see if they will accept the letter before it is sent. Also, the sender does not know if the letter arrived at the destination.

In connection-oriented systems, a connection is established between the sender and the recipient before any data is transferred. An example of a connection-oriented network is the telephone system. The caller places the call, a connection is established, and then communication occurs. 

Connectionless network processes are often referred to as packet-switched processes. As the packets pass from source to destination, packets can switch to different paths, and possibly arrive out of order. Each packet contains the instructions, such as destination address and order in a message, that coordinate its arrival with other associated packets. Packets are reassembled into the proper sequence at the destination. Devices make the path determination for each packet based on a variety of criteria. Some of the criteria, such as available bandwidth, may differ from packet to packet.

Connection-oriented network processes are often referred to as circuit-switched processes. A dedicated connection between the originator and the recipient is first established, and then data transfer begins. All packets travel sequentially across the same physical or virtual circuit in one continuous stream.

The Internet is a gigantic, connectionless network in which the majority of packet deliveries are handled by IP. TCP adds Layer 4 connection-oriented reliability services to connectionless IP communications.
8.  Describe the components of an IP header in a data packet.
These are the header fields in an IP packet. All field lengths are fixed except IP options and padding fields.
Version – Specifies the format of the IP packet header. The 4-bit version field contains the number 4 if it is an IPv4 packet and 6 if it is an IPv6 packet. However, this field is not used to distinguish between IPv4 and IPv6 packets. The protocol type field present in the Layer 2 envelope is used for that. 

IP header length (HLEN) – Indicates the datagram header length in 32-bit words. This is the total length of all header information and includes the two variable-length header fields. 

Type of service (ToS) – 8 bits that specify the level of importance that has been assigned by a particular upper-layer protocol. 

Total length – 16 bits that specify the length of the entire packet in bytes. This includes the data and header. To get the length of the data payload subtract the HLEN from the total length. 

Identification – 16 bits that identify the current datagram. This is the sequence number. 

Flags – A 3-bit field in which the two low-order bits control fragmentation. One bit specifies if the packet can be fragmented and the other indicates if the packet is the last fragment in a series of fragmented packets. 

Fragment offset – 13 bits that are used to help piece together datagram fragments. This field allows the previous field to end on a 16-bit boundary. 

Time to Live (TTL) – A field that specifies the number of hops a packet may travel. This number is decreased by one as the packet travels through a router. When the counter reaches zero the packet is discarded. This prevents packets from looping endlessly. 

Protocol – 8 bits that indicate which upper-layer protocol such as TCP or UDP receives incoming packets after the IP processes have been completed. 

Header checksum – 16 bits that help ensure IP header integrity. 

Source address – 32 bits that specify the IP address of the node from which the packet was sent. 

Destination address – 32 bits that specify the IP address of the node to which the data is sent. 

Options – Allows IP to support various options such as security. The length of this field varies. 

Padding – Extra zeros are added to this field to ensure that the IP header is always a multiple of 32 bits. 

Data – Contains upper-layer information and has a variable length of up to 64 bits. 
9.  At what layer of the OSI model does routing take place ?

Layer 3 , the network layer.

10.  What are the 2 key functions of a router ?
· Routers must maintain routing tables and make sure other routers know of changes in the network topology. They use routing protocols to communicate network information with other routers. 

· When packets arrive at an interface, the router must use the routing table to determine where to send them. The router switches the packets to the appropriate interface, adds the frame information for the interface, and then transmits the frame 
11.   What measurement does a router use to determine the best path for a packet ? Give examples
A router is a network layer device that uses one or more routing metrics to determine the optimal path along which network traffic should be forwarded. Routing metrics are values that are used to determine the advantage of one route over another. Routing protocols use various combinations of metrics to determine the best path for data. 
Examples of metrics include hop count, bandwidth, delay, reliability, load cost.

12.  What is the most common routed protocol ? Name  other routed protocols ?  Name a non-routed protocol.
The most common router protocol is IP. Other routed protocols include IPX/SPX and AppleTalk. These protocols provide Layer 3 support. Non-routable protocols do not provide Layer 3 support. The most common non-routable protocol is NetBEUI. NetBEUI is a small, fast, and efficient protocol that is limited to frame delivery within one segment.
13.  Discuss the difference between switching and routing by completing the table below
	Router
	Switch

	Slower
	Faster

	Layer 3
	Layer 2

	Uses IP address
	Uses MAC address

	Blocks broadcasts
	Forwards broadcasts

	High security
	Low security

	Use routing tables
	Use MAC tables 


14.   Read and Study graphic 3 on side 10.2.2 and explain it to your colleague.
15.   In a routing table what is the difference between a C network and an R network ?
A C is a connected route meaning the network has a direct connection to that router. An R is a network learned by RIP , by transferring of routing protocol information from another router.

16.   Discuss, compare and contrast the behaviour role and features of routed and routing protocols with examples.
Routed or routable protocols are used at the network layer to transfer data from one host to another across a router. Routed protocols transport data across a network. Routing protocols allow routers to choose the best path for data from a source to a destination. 

Some functions of a routed protocol are as follows: 

· Includes any network protocol suite that provides enough information in its network layer address to allow a router to forward it to the next device and ultimately to its destination 

· Defines the format and use of the fields within a packet 

The Internet Protocol (IP) and Novell Internetwork Packet Exchange (IPX) are examples of routed protocols. Other examples include DECnet, AppleTalk, Banyan VINES, and Xerox Network Systems (XNS). 

Routers use routing protocols to exchange routing tables and share routing information. In other words, routing protocols enable routers to route routed protocols. 

Some functions of a routing protocol are as follows: 

· Provides processes used to share route information 

· Allows routers to communicate with other routers to update and maintain the routing tables 

Examples of routing protocols that support the IP routed protocol include RIP, IGRP, OSPF, BGP, and EIGRP.
17.  At what layer of the OSI does routing decisions take place ?
Layer 3 , the network layer.

18.  What is a static route and what is a dynamic route ?
Routes configured manually by the network administrator are static routes. Routes learned by others routers using a routing protocol are dynamic routes.
19.   What is meant by “path determination” or routing the packet ?
The determination of which port the router needs to use to send a data packet. Eg when a packet comes from E0, what does a router do with it ? Send it out E1 ?  S0 ?  S1 ?

20.  Hop count is one of the factors routers can use to decide on a path. What is hop count and what are some of the others factors or metrics ?
Each router along a journey is one “hop”. The number of hops is often used to decide on which path to take. Other factors (metrics) include load, bandwidth, delay, cost, and reliability of a network link.
21.  Explain how routing tables work.
Routers use routing protocols to build and maintain routing tables that contain route information. This aids in the process of path determination. Routing protocols fill routing tables with a variety of route information. This information varies based on the routing protocol used. Routing tables contain the information necessary to forward data packets across connected networks. Layer 3 devices interconnect broadcast domains or LANs. A hierarchical address scheme is required for data transfers.  

22.  Describe each of the items a routing table holds below :

Routers keep track of the following information in their routing tables: 

· Protocol type – Identifies the type of routing protocol that created each entry. 

· Next-hop associations – Tell a router that a destination is either directly connected to the router or that it can be reached through another router called the next-hop on the way to the destination. When a router receives a packet, it checks the destination address and attempts to match this address with a routing table entry. 

· Routing metric – Different routing protocols use different routing metrics. Routing metrics are used to determine the desirability of a route. For example, RIP uses hop count as its only routing metric. IGRP uses bandwidth, load, delay, and reliability metrics to create a composite metric value. 

· Outbound interfaces – The interface that the data must be sent out of to reach the final destination. 

23.   How do routers exchange information with other routers ?

Routers communicate with one another to maintain their routing tables through the transmission of routing update messages. Some routing protocols transmit update messages periodically. Other protocols send them only when there are changes in the network topology. Some protocols transmit the entire routing table in each update message and some transmit only routes that have changed. Routers analyze the routing updates from directly-connected routers to build and maintain their routing tables.

24.  Read and study the routing tables in Slide 10.2.5. Explain each entry on each router to your colleague.
25.  What is an algorithm  ?

An algorithm is a detailed solution to a problem. Typically a computer problem. Programs are algorithms translated to a programming language.
26.  What are some of the design goals routing algorithms use to find the best path for data packets ?
Optimization – This is the capability of a routing algorithm to select the best route. The route will depend on the metrics and metric weights used in the calculation. For example, one algorithm may use both hop count and delay metrics, but may consider delay metrics as more important in the calculation. 

Simplicity and low overhead – The simpler the algorithm, the more efficiently it will be processed by the CPU and memory in the router. This is important so that the network can scale to large proportions, such as the Internet. 

Robustness and stability – A routing algorithm should perform correctly when confronted by unusual or unforeseen circumstances, such as hardware failures, high load conditions, and implementation errors. 

Flexibility – A routing algorithm should quickly adapt to a variety of network changes. These changes include router availability, router memory, changes in bandwidth, and network delay. 

Rapid convergence – Convergence is the process of agreement by all routers on available routes. When a network event causes changes in router availability, updates are needed to reestablish network connectivity. Routing algorithms that converge slowly can cause data to be undeliverable. 

27.   Complete the following table

	Routing Protocol
	Metric
	Maximum Number of Routers
	Origins

	RIP
	Hop Count
	15
	Xerox

	IGRP
	Bandwidth
Load

Delay

Reliability
	255
	Cisco


28.  Some routing protocols use one metric to determine the best path, others use a number of metrics. Explain. 

Routing algorithms use different metrics to determine the best route. Each routing algorithm interprets what is best in its own way. A routing algorithm generates a number called a metric value for each path through a network. Sophisticated routing algorithms base route selection on multiple metrics that are combined in a composite metric value. Typically, smaller metric values indicate preferred paths
29.   Describe each of the following routing metrics:
Bandwidth – Bandwidth is the data capacity of a link. Normally, a 10-Mbps Ethernet link is preferable to a 64-kbps leased line. 

Delay – Delay is the length of time required to move a packet along each link from a source to a destination. Delay depends on the bandwidth of intermediate links, the amount of data that can be temporarily stored at each router, network congestion, and physical distance. 

Load – Load is the amount of activity on a network resource such as a router or a link. 

Reliability – Reliability is usually a reference to the error rate of each network link. 

Hop count – Hop count is the number of routers that a packet must travel through before reaching its destination. Each router is equal to one hop. A hop count of four indicates that data would have to pass through four routers to reach its destination. If multiple paths are available to a destination, the path with the least number of hops is preferred. 

Ticks – The delay on a data link using IBM PC clock ticks. One tick is approximately 1/18 second. 

Cost – Cost is an arbitrary value, usually based on bandwidth, monetary expense, or other measurement, that is assigned by a network administrator. 
30.  What is an autonomous system as it relates to network  ?

An autonomous system is a network or set of networks under common administrative control identified by a number, such as the cisco.com domain. An autonomous system consists of routers that present a consistent view of routing to the external world.   
31.   Describe IGP and EGP giving examples of each.
Two families of routing protocols are Interior Gateway Protocols (IGPs) and Exterior Gateway Protocols (EGPs). 

IGPs route data within an autonomous system:

· RIP and RIPv2 

· IGRP 

· EIGRP 

· OSPF 

· Intermediate System-to-Intermediate System (IS-IS) protocol 

EGPs route data between autonomous systems. An example of an EGP is BGP.
32.   IGPs can be classified as either Distance Vector or Link State Routing Protocols. Describe Distance Vector routing protocols.
The distance-vector routing approach determines the distance and direction, vector, to any link in the internetwork. The distance may be the hop count to the link. Routers using distance-vector algorithms send all or part of their routing table entries to adjacent routers on a periodic basis. This happens even if there are no changes in the network. By receiving a routing update, a router can verify all the known routes and make changes to its routing table. This process is also known as “routing by rumor”. The understanding that a router has of the network is based upon the perspective of the adjacent router of the network topology. 

Examples of distance-vector protocols include the following: 

· Routing Information Protocol (RIP) – The most common IGP in the Internet, RIP uses hop count as its only routing metric. 

· Interior Gateway Routing Protocol (IGRP) – This IGP was developed by Cisco to address issues associated with routing in large, heterogeneous networks. 

· Enhanced IGRP (EIGRP) – This Cisco-proprietary IGP includes many of the features of a link-state routing protocol. Because of this, it has been called a balanced-hybrid protocol, but it is really an advanced distance-vector routing protocol. 
33.   IGPs can be classified as either Distance Vector or Link State Routing Protocols. Describe Link State routing protocols.
Link-state routing protocols were designed to overcome limitations of distance vector routing protocols. Link-state routing protocols respond quickly to network changes sending trigger updates only when a network change has occurred. Link-state routing protocols send periodic updates, known as link-state refreshes, at longer time intervals, such as every 30 minutes. 

When a route or link changes, the device that detected the change creates a link-state advertisement (LSA) concerning that link. The LSA is then transmitted to all neighboring devices. Each routing device takes a copy of the LSA, updates its link-state database, and forwards the LSA to all neighboring devices. This flooding of LSAs is required to ensure that all routing devices create databases that accurately reflect the network topology before updating their routing tables. 

Link-state algorithms typically use their databases to create routing table entries that prefer the shortest path. Examples of link-state protocols include Open Shortest Path First (OSPF) and Intermediate System-to-Intermediate System (IS-IS).
34.  Complete the following table or Routing Protocols
	Routing Protocol
	 Description

	RIP (v1)
	RIP is a distance vector routing protocol that uses hop count as its metric to determine the direction and distance to any link in the internetwork. If there are multiple paths to a destination, RIP selects the path with the least number of hops. However, because hop count is the only routing metric used by RIP, it does not always select the fastest path to a destination. Also, RIP cannot route a packet beyond 15 hops. RIP Version 1 (RIPv1) requires that all devices in the network use the same subnet mask, because it does not include subnet mask information in routing updates. This is also known as classful routing.

	RIP v2
	RIP Version 2 (RIPv2) provides prefix routing, and does send subnet mask information in routing updates. This is also known as classless routing. With classless routing protocols, different subnets within the same network can have different subnet masks. The use of different subnet masks within the same network is referred to as variable-length subnet masking (VLSM).

	IGRP
	IGRP is a distance-vector routing protocol developed by Cisco. IGRP was developed specifically to address problems associated with routing in large networks that were beyond the range of protocols such as RIP. IGRP can select the fastest available path based on delay, bandwidth, load, and reliability. IGRP also has a much higher maximum hop count limit than RIP. IGRP uses only classful routing. 

	OSPF
	OSPF is a link-state routing protocol developed by the Internet Engineering Task Force (IETF) in 1988. OSPF was written to address the needs of large, scalable internetworks that RIP could not. 

	IS-IS
	Intermediate System-to-Intermediate System (IS-IS) is a link-state routing protocol used for routed protocols other than IP. Integrated IS-IS is an expanded implementation of IS-IS that supports multiple routed protocols including IP

	EIGRP
	Like IGRP, EIGRP is a proprietary Cisco protocol. EIGRP is an advanced version of IGRP. Specifically, EIGRP provides superior operating efficiency such as fast convergence and low overhead bandwidth. EIGRP is an advanced distance-vector protocol that also uses some link-state protocol functions. Therefore, EIGRP is sometimes categorized as a hybrid routing protocol.

	BGP
	Border Gateway Protocol (BGP) is an example of an External Gateway Protocol (EGP). BGP exchanges routing information between autonomous systems while guaranteeing loop-free path selection. BGP is the principal route advertising protocol used by major companies and ISPs on the Internet. BGP4 is the first version of BGP that supports classless interdomain routing (CIDR) and route aggregation. Unlike common Internal Gateway Protocols (IGPs), such as RIP, OSPF, and EIGRP, BGP does not use metrics like hop count, bandwidth, or delay. Instead, BGP makes routing decisions based on network policies, or rules using various BGP path attributes.


35. What are the benefits of subnetting ?

The ability to divide the original host portion of the address into the new subnet and host fields provides addressing flexibility for the network administrator. 
In addition to the need for manageability, subnetting enables the network administrator to provide broadcast containment and low-level security on the LAN. Subnetting provides some security since access to other subnets is only available through the services of a router
36.  Explain what is meant by “subnetting is an internal function of a LAN” only.

Subnetting is an internal function of a network. From the outside, a LAN is seen as a single network with no details of the internal network structure. This view of the network keeps the routing tables small and efficient. Given a local node address of 147.10.43.14 on subnet 147.10.43.0, the world outside the LAN sees only the advertised major network number of 147.10.0.0. The reason for this is that the local subnet address of 147.10.43.0 is only valid within the LAN where subnetting is applied. 

Answer True or False for the following :
37. Routed protocols are the same as routing protocols.  (F)
38. Connectionless means that no dedicated circuit connection is established prior to transmission. (T)
39.  Examples of layer 2 encapsulation include Ethernet, PPP and Frame Relay (T)
40. Connectionless network processes are often referred to as circuit-switched processes (F)
41. Connection-oriented network processes are often referred to as circuit-switched processes (T)
42. The complete process of sending data from one device to another involves encapsulation and de-encapsulation on all seven OSI layers (T)
43. Each computer and router interface maintains an ARP table for Layer 2 communication. (T) 
44. Each ARP table entry contains an IP-MAC address pair.  (T)
