Module 9 TCP/IP protocol suite and IP addressing – Review Questions
1. What are the four layers of the TCP/IP model ?

2. Describe the Application layer’s role in the TCP/IP model.
3. Describe each of the following protocols:

File Transfer Protocol (FTP) –
. 

Trivial File Transfer Protocol (TFTP) – 
. 

Network File System (NFS) – 
. 

Simple Mail Transfer Protocol (SMTP) 
Telnet – 
Simple Network Management Protocol (SNMP) – 
Domain Name System (DNS) – 
4.   Describe the Transport layer’s role in the TCP/IP model.

5.   Describe the Internet layer’s role in the TCP/IP model.

6.  Describe the Network Access  layer’s role in the TCP/IP model
7. What are the similarities and differences between the TCP/IP and OSI models ?

8. What is an internetwork ?

9.  What is meant by scalability and summarisability when it comes to keeping records of networks and pathways to them ?
10.  What is the unique Layer 2 identification of a host called ? What is the unique Layer 3 identification of a host called?
11.  Convert 192.168.1.1 to binary. 

12.   What is meant by a hierarchical address scheme as used in IP addresses ?
13.  Complete the following table:

	IP address class
	High Order Bits
	First Octet Address Range
	Number of Bits in Network Address

	Class A
	
	
	

	Class B
	
	
	

	Class C
	
	
	

	Class D
	
	
	

	Class E
	
	
	


127.x.x.x is reserved as a loopback address used for testing and diagnostic purposes.

14.   Complete the following table:
	IP Address
	Binary 1st octet
	Class

	176.186.14.112
	
	

	197.76.210.100
	
	

	129.118.32.189
	
	

	113.26.172.106
	
	

	201.200.100.90
	
	

	47.145.148.211
	
	


15.  What is meant by a “classful” address ?

16.   What is meant by the 1st, 2nd, 3rd and 4th octets of an IP address ?
17.  What is the difference between a host address, a network address and a broadcast address ?
18.  Complete the following table

	IP address
	Class
	Network address
	Broadcast address

	175.10.99.54
	
	
	

	198.123.45.6
	
	
	

	125.124.56.98
	
	
	

	220.67.89.229
	
	
	


19.  Explain unicast, multicast and broadcast addresses
20. Why would a broadcast address be used ?

21.  What does a host do when it sees a data packet that neither has its IP address nor a broadcast address ?

22.  Why were private IP addresses defined ?
.

23.  Which are the private IP addresses ?
	Class
	Private IP addresses

	
	

	
	

	
	


24.   Briefly describe subnetting.

25. Discuss the IPv4 vs IPv6 versions of IP addressing.

26.  Identify the following IP addresses as either Private or Public
	IP Address
	Public or Private ?

	178.231.34.43 
	

	 10.135.214.213 
	

	 172.32.31.115 
	

	 192.168.31.200 
	

	 200.81.155.77 
	

	 172.19.111.110 
	

	 10.119.89.116 
	

	 198.162.147.16 
	

	 174.16.190.32 
	

	 172.28.101.222 
	


27.   How do network administrators allocate IP addresses on a network ?
28. What types of devices would use static IP addresses ?

29.   What is RARP and when is it used ?

30.   Describe BOOTP .
31. Describe DHCP and how it works.

32.   What problems are present in addressing a host on a network ?
33. What is ARP and how does it work ? 

Answer True or False for the following :
34.  In a network of 20 nodes, 1 collision domain exists if each node is plugged into its own switch port.  
35. Public IP addresses are unique 
36. Private  IP addresses are unique 
